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smart objects with minimal human mediation. Considering IoT, where smart objects can be
clients and providers of services for each other, trust between objects is a significant con-
cern for selecting the most appropriate service providers. Trust is an uncertain concept, and
its uncertainty originates from different sources, including context conditions, social rela-
tionships, and the accuracy of quantitative evaluations. Modeling and considering uncer-
tainty in trust management for the IoT is the principal objective of this research. To this
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Uncertainty aim, several sources of uncertainty are modeled in trust calculations where interval neu-
Honesty trosophic numbers are used for modeling imprecision, indeterminacy, and inconsistency
Context awareness of the trustworthiness data. In the proposed model, trust in the quality of the provided ser-
Interval neutrosophic numbers vices (QoS trust), as well as trust in the honesty of the socially related entities providing

trust-related information (i.e. social trust), and trust in the suitability of context conditions
(i.e. context-trust) are considered to calculate the overall trust used for the decision-
making process. The impact of each of these dimensions on the final calculated trust has
been evaluated in different scenarios.

© 2022 Elsevier Inc. All rights reserved.

1. Introduction

With the growing trend of using wireless objects and providing communication facilities for a large number of smart
objects connected through the internet of things (IoT), various types of interactions have been made possible [1]. In the
service-oriented architecture (SOA)-based IoT, smart things can be service providers (SPs) or service requesters (SRs), inter-
acting with each other for receiving or providing different services [1,2]. With the introduction of social IoT (SIoT) 3], select-
ing a trustworthy object for the service has faced many challenges over the past decade. In such situations, recognizing the
most appropriate objects for interaction and obtaining the most accurate information require establishing and managing rel-
ative trust among objects.

Trust management has a special place in IoT, which acts as an enabler to meet the quality of service satisfaction, allocation
of secure and trustworthy computational resources [4], privacy [5], and several other factors such as reliability [6], honesty
[7], and cooperativeness [8]. Without trust management, malicious or malfunctioning objects providing inappropriate ser-
vices or incorrect information about other services will significantly increase the disadvantages of using IoT, making it prac-
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tically unusable [9]. Trust management incorporates several objectives, including providing a measure for IoT entities to
decide their interactions as well as organizing their relationships with other entities [8], while preserving their privacy
[5]. Although not being the focus of this paper, in addition to maintaining the QoS, privacy preservation must also be con-
sidered in designing IoT applications [10]. Privacy preservation is a challenge that IoT trust management systems must
address [5].

Considering QoS as the determining factor for selecting the best SP, several properties influence the estimated trust in the
decision-making process. These properties may be subjective or objective characteristics of SPs or SRs as well as context con-
ditions [8,2]. Previous studies have examined the effects of social aspects on trust, including the community of interest (Col)
[6,1], honesty [6,1,7], cooperativeness [6,1], and subjective trustworthiness [8]. Context conditions as another important
aspect of trust calculation have been considered in various studies [2,11]. It has been shown that an object might have a cer-
tain behavior in a specific context, where the quality of context influences the expectations regarding the experienced QoS.

In this study, trust is not assumed a definite number, and the level of trust between two entities is considered as an uncer-
tain value. Based on this viewpoint, uncertainty is an essential component of trust [12,13]. Thus, quantifying the uncertainty
level and its application in evaluating the trust value can improve the accuracy and validity of the evaluated trust. To date,
several studies have been performed regarding uncertainty modeling in the trust computation in various application
domains [13-15]. However, there are very few works that have examined the effect of uncertainty in IoT trust computation
[16,17,2,18]. Most of these studies state that investigating sources of uncertainty was not their principal concern. As such,
the impact of uncertainty in IoT trust management has received less attention.

The model proposed in this research considers uncertainty as a key factor in trust calculations, considering various
sources of uncertainty in the evaluation of input data, lack of knowledge, and context conditions. In the proposed model,
trust in the quality of the provided services by the SPs (i.e. QoS Trust) is considered along with trust in the honesty of IoT
entities providing trust-related information (i.e. social trust), and the trust of context conditions suitability (i.e. context trust)
to calculate the overall trust. The quality of context conditions can influence the quality of services provided by SPs. This is
also investigated by several works demonstrating the relationship between the quality of context and the services presented
by SPs [11,2].

Additionally, confidence in the correctness of the trust-related information received from other entities, i.e., the fairness
of recommendations, affects the calculated trust [19]. Generally, the proposed model considers context conditions and the
honesty of entities as parameters for uncertainty modeling in the trustworthiness calculations. So far, different studies have
been performed on the sources of uncertainty, and it has been concluded that these factors can be known or unknown [20].
Thus, uncertainties may be due to a lack of knowledge about the factors for determining the true value or because of mea-
surement errors. Based on this viewpoint, the proposed model considers two types of uncertainty: (1) uncertainty caused by
a lack of knowledge about the true values of the quantitative evaluations and (2) uncertainty resulted from a set of unspecific
factors influencing the expected QoS. Each set of unspecific factors that cannot be considered separately is modeled as a
high-level context condition, affecting the total QoS of the SP entity. However, if the influencing factors are known, their
effect is regarded separately on their relevant trust evaluation criteria.

The proposed approach adopts a two-level view of QoS trust. The first one is a detailed view coming from a multi-criteria
view toward trust. In this view, trust is considered as a combination of several criteria specified by the expert or the users of
[oT services. In addition, the influencing factors in the context conditions of the service are known, and experts can specify
their impact on the QoS. The second viewpoint is a coarse-grained view of the QoS in different contexts. The importance of
this high-level aggregated view is that the complete functionality of the entity is examined under a set of conditions that
cannot be investigated one by one. Also, there is a lack of knowledge about the impact of each individual criterion.

The possibility of contradiction between the received information is recognized as one of the factors causing uncertainty
in the proposed model. Then, for representing the trust data model, the information specifying the suitability of the input
data is evaluated besides other information about the security or physical safety violations as deterrents. Additionally, an
aggregation of the known uncertainty factors is also performed. To satisfy the need for modeling inconsistency and indeter-
minacy about the input data and as well as the evaluated trust of entities, neutrosophic sets and numbers were used. The
rationale behind using this mathematical framework is that neutrosophic numbers provide an appropriate mathematical
mechanism for processing data with multiple sources of uncertainty in decision-making problems [21-23].

By reviewing the works performed so far in the domain of computational trust modeling in SIoT, we have inferred that
although uncertainty is an essential aspect of the trust nature, modeling different sources of uncertainty in the SIoT trust
management schemes deserves more attention. In this regard, we investigated the capabilities of neutrosophic sets and
numbers and concluded that this mathematical tool can model several aspects of uncertainty in IoT environments. Consid-
eration of truth, falsity, and indeterminacy for each data block can create more flexibility in uncertainty propagation in trust
calculations. Additionally, we can model the primary influential factors in IoT environments based on these three neutro-
sophic components. Having these motivations, the purpose of this study is to experiment with the use of neutrosophic num-
bers to model different uncertainty factors in SIoT environments and then develop a logical relationship between this
information and the expected level of trust. To tackle this problem, we aimed to develop a computational model for IoT trust
management considering different sources of uncertainty using quantitative evaluations, context, as well as preferences of
users. The proposed work incorporates the following innovations:
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1. Modeling uncertainty in an SOA-based social IoT ecosystem considering the known and unknown sources of uncertainty,
the inconsistency between the received information, and the indeterminacy of the input data evaluations.

2. Modeling the context of IoT entities as two sets: (1) a set of known factors influencing certainty and the suitability of trust
evaluation criteria; and (2) a set of unknown factors where their impact on the QoS cannot be investigated separately.

3. Using social factors to determine honesty relationships between IoT entities in addition to the QoS trust.

4. Representing a trust computation model combining trust toward the honesty and QoS of IoT entities as well as the appro-
priateness of the corresponding context conditions for the SP selection.

The remainder of this paper is organized as follows. In Section 2, the background knowledge about trust in the SOA-based
social IoT ecosystems is discussed. Also, the mathematical basis for the neutrosophic numbers is presented which is funda-
mental for understanding the uncertainty modeling in the proposed approach. Section 3 outlines the related work of the pro-
posed approach. In Section 4, the framework and the respective computational model of the proposed approach are
introduced. In Section 5, the series of evaluations performed to demonstrate the accuracy of the proposed model, its sensi-
tivity to various parameters, and its comparison with existing similar approaches are presented. Finally, Section 6 concludes
the paper.

1.1. Background knowledge

The basic notions of neutrosophic sets and numbers as a mathematical tool for modeling uncertainty and inconsistency in
the input data are presented in this section. First, basic concepts related to neutrosophic sets and interval neutrosophic sets
as well as numbers are reviewed. The basic notations used in this section are introduced in Table 2. The concept of neutro-
sophic sets has been introduced by Smarandache in [24], which means exploiting three independent functions for specifying
truth, falsity, and indeterminacy for the elements’ membership to a set. Assuming X is a space of points, and a generic ele-
ment x in X exists, the neutrosophic set A defined in X is specified by a truth-membership function T4(x), an indeterminacy-
membership function I4(x), and a falsity-membership function Fa(x). All these functions map the element x to a real number
within [07.17].

There are several types of neutrosophic sets namely simplified neutrosophic sets (SNS) [25], single-valued neutrosophic
sets (SVNS) [26], trapezoidal interval-valued [27], and interval neutrosophic sets (INS) [21]. All of these variations have made
different assumptions about the T, I, and F membership functions. The model proposed in this research exploits INSs because
of their capability and flexibility to take into account multiple sources of uncertainty. Below, the definitions and some impor-

tant operations for INS are presented. Assuming X is a space of points, with a generic element X denoted by x, the INS AinXis
specified by truth, indeterminacy, and falsity membership functions named TN':‘(X), Yx(x), and IN‘-;(X) such that TN';(X), YZ(X),

IN:Z(X) C[0,1]. Then, the INS A could be formulated as follows [24]:

A= {06 Ta (0, L (%), Fx- (x))x € X}

([ (.0 ()] [ (8) s, (4] ot () sum ()< ) "

If X is assumed as the set of real numbers and x as a real number, %Z(X)' Yx(x). and Ii'x(x) represent the membership of the

number x to a neutrosophic set of numbers S. Then, A s called an interval neutrosophic number (INN) which specifies the
neutrosophic membership degree for any real number x to the set S. Assuming A and B to be two INNs, the addition and
multiplication of two INNs as well as multiplication of one INN by a real number are defined as below [21]:

Ae B = ([infr(A) + inf;(B) — infr(A) x infr(B), supr(A) + supr(B) — supr(A) x supy(B)],
[inf (A) x inf,(A), sup;(A) x sup;(A)], [infr(A) x infr(B), sup(A) x sup(B)])

A® B = ([inf1(A) + inf1(B), supr(A) x supr(B)], [inf,(A) x inf,(A) — inf,(A) x inf,(A), sup;(A) x sup(A)],
[inf(A) x inf(B), supg(A) x supg(B)])

2 A= ([1= (1~ infr(A), 1~ (1~ supr(A)], [inf () sup,(AY ], [infe(AY, sups(A)')) (4)
The addition and multiplication operations (¢ and ®) have commutative and associative properties. Also, there is a dis-

tributive property of neutrosophic multiplication over neutrosophic addition [21]. For ranking INNs, a score index is defined
which demonstrates the level of truth and certainty of an INN [21,22]:

Scinn(A) = (2 + infr(A) + supr(A) — inf,(A) — sup;(A) — inf(A) — sups(A))/4 ()
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As the definition demonstrates, the larger the truth term of an INN is, and the lower indeterminacy and falsity terms are,
the greater the score function would be. For comparing the accuracy of INNs, an accuracy index is defined which demon-
strates how accurate the INN is [21,22]:

AcCinn(A) = %(infr(/\) + supr(A) — inf,(A) x (1 —infr(A)) — sup;(A) x (1 — sup;(A)) — inf(A)
x (1 = sup;(A)) — supg(A) x (1 — inf,(A)))

For calculating the similarity of two INNs A and B, a distance measure must be proposed that specifies to what extent the
INNs are similar. There are several similarity measures, such as cosine similarity [28], algebraic similarity [29], Euclidean,
and Hamming distance measures [23]. In the proposed approach, a Hamming distance measure based on [23] is used and
calculated as follows:

DiSpamming (A, B) = % (linfr(A) — infr(B)] + |sup;(A) — supr(B)| + [inf,(A) — inf,(B)| + |sup;(A) — sup;(B)]
+ [inf¢(A) — infr(B)[ + [supg(A) — supx(B)]] (7)

Neutrosophic Hamming distance specifies the total value in T, I, and F terms that must change to convert an INN to
another one [30]. It can be used as a measure to specify the distance of a set of neutrosophic points from the ideal point
where the point with the smallest distance from the ideal point is the preferred one [30]. It is a typical and simple similarity
measure that has been used in MCDM models for different applications [30-32].

2. Related work

In recent years, several trust computation models have been proposed for the IoT. These works have primarily focused on
different aspects of trust management in IoT, such as architecture, context awareness, uncertainty, and social aspects. Chen
et al. surveyed the trust computation models for IoT and classified trust computation models based on five design dimen-
sions: (1) trust composition, (2) trust propagation, (3) trust aggregation, (4) trust updating, and (5) trust formation [33].
Yan et al. suggested a system model for IoT and concluded that a trustworthy IoT system should apply trustworthiness in
ten different parts of the IoT system, including trusted relationships between IoT entities in each layer (e.g., objects, services),
quality of IoT services (to ensure the right conditions considering the service context), and data perception considered in the
proposed framework [8]. In another survey [34], the authors categorized innovations according to four layers of IoT given by
ITU-T Y.2060 recommendations. They considered the information collection, computation, propagation, and updating as the
four primary phases in trust computation models. In the following, some notable studies are reviewed that are related to
essential aspects of the proposed model.

The use of innovative combinations for trust in [oT has been addressed in various works. Truong et al. considered IoT trust
as a combination of several trust metrics, each of which derived from some technical attributes of the objects [35]. They sug-
gest reputation, knowledge, and recommendation as the three main components of trust. In [6] and [7], Jayasinghe et al. used
this trust combination method. From their point of view, knowledge could present subjective trust criteria such as honesty
and Col, while recommendation and reputation could be considered as numerical data received from the friends and non-
friends objects. They used the concept of honesty as an essential trust attribute for evaluating the social trustworthiness
of things, and further defined several subjective criteria for its evaluation. Jayasinghe et al. continued their research, intro-
ducing a machine-learning-based trust computation model which labels trust evaluation criteria using a clustering algo-
rithm [36]. The model then combines the criteria based on the thresholds adjusted by a classification algorithm. Despite
their notable advantages, these works did not consider uncertainty factors in trust modeling, nor did they consider context
as a determining factor for specifying trust evaluation criteria. Bernabe et al. presented a multidimensional trust model for
IoT which assumes four dimensions for trust [16]: (1) quality of service, (2) security, (3) reputation, and (4) social relation-
ship. The trust dimensions consist of a hierarchy of trust criteria composed together while applying certainty and weight
factors for each of them. The certainty is modeled as the fraction of the number of evidence to all of the previous interactions.

The social dimension of trust in [oT has been explored by introducing new concepts and using social relations in trust
distribution. Nitti et al. used indirect social relations between nodes to distribute recommendation data by considering a
chain of trustworthiness between recommenders and the trustor [9]. They divided trust into two parts: (1) the objective part
for modeling the global reputation of each object, and (2) the subjective part for modeling trust evaluation between nodes. In
[37], Din et al. proposed a lightweight trust management scheme, where cooperativeness is formulated as a social aspect of
trust in their trust combination. They considered cooperativeness as the social cooperation of a node with others in the IoT
network. In [38], the authors presented a trust management framework for heterogeneous IoT devices evaluating tie
strength between them and using human intelligence in addition to device intelligence. Using social trust to control access
to IoT devices has been demonstrated in [39] to prevent Sybil attacks in SIoT environments. The IoT devices were grouped
into communities according to their social similarity, with malicious nodes being detected and prevented from accessing the
social network and launching Sybil attacks.

As a concept in SloT, Chen et al. defined a similarity measure based on a set of social criteria and used it for weighting
recommendations from different nodes [1]. They defined an adaptive coefficient for combining direct observations and indi-
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rect recommended trust from recommenders employed to resolve the issue of malicious recommendations. Chen et al. used
cooperativeness, Col, and honesty as the three primary social criteria for evaluating the trustworthiness of social nodes [40].
They used the concept of similarity, defined in their other work [1], to determine how much the recommendation of an
object may be useful for the other one. They modeled the satisfaction result of any service experiment as a binary value,
but they did not include uncertainty and context information in their trust management model.

Context, as one of the factors affecting the quality of services in IoT, has been studied from different viewpoints. Wang
et al. proposed a context-aware trust management model for calculating the trustworthiness of IoT SPs in service-
oriented ad hoc networks [2]. They used logit regression to estimate the behavior of service providers in response to context
changes. They modeled the behavior of users by a single binary number and did not consider trust as a combination of mul-
tiple criteria. They still did not capture uncertainty sources in their work except for an error term for simulating noise tol-
erance in the recommendations. Saied et al. defined and used the concept of service similarity plus context similarity for
selecting more relevant reports from recommenders in the process of trust aggregation [11]. They assumed that a set of cri-
teria could be used for estimating context and service similarity, but they did not specify any practical criteria for quantifying
service and context values. Adewuyi et al. [41] referred to context as an influencing factor for determining the trust aggre-
gation method and assumed that the method must be an input parameter for any specific application. They modeled the
trust decay and maturity for updating trust values during a time window as their primary contribution. Elsewhere, using
a context-based IoT trust model, Altaf et al. represented a method for detecting IoT nodes performing Sybil or on-off attacks
[42]. They created a trust score by combining information from IoT nodes and recommendations from peers. For filtering
malicious nodes that performed Sybil attacks, they used a contextual similarity measure. In general, in the reviewed works
about trust management in IoT, the context as a factor for uncertainty has not been addressed.

Uncertainty in IoT-based trust computational models has been studied in some works. Tissaoui et al. [43] studied the
uncertainty phenomenon in IoT healthcare applications. They distinguished various types of uncertainty including struc-
tural, methodological, and decision uncertainty. Based on their research, several factors can be considered as the sources
of uncertainty in the IoT context, including devices’ resource constraints, the scale of IoT devices, and network effects. In
addition, they mentioned several issues with data including inconsistency, incompatibility, ambiguity, and redundancy.
Dong et al. used a fuzzy composition function for aggregating some network metrics proposed for evaluating the behavior
of distributed nodes [17]. Alshehri et al. used a fuzzy-logic-based approach for detecting malicious SPs and recommenders
[18]. They employed fuzzy membership functions to classify the IoT nodes into different performance classes based on their
trust value. Although they used uncertain attributes for describing the behavior of the IoT nodes, they did not investigate the
reasons for uncertainty, and the uncertainty originated from the context of interactions.

Neutrosophic sets and numbers have been used as a mathematical tool for modeling uncertainty in multi-criteria
decision-making (MCDM) problems over the past years. An interesting example is the work of Ma et al. [14], which formu-
lated the problem of selecting the most trustworthy cloud SPs using INSs. They modeled the potential risks as the falsity, the
performance-cost ratio as the truthfulness, and uncertainty about the values of truthfulness plus falsity terms as the inde-
terminacy terms of the neutrosophic numbers. In the field of IoT, Nabeeh et al. [44] combined neutrosophic techniques with
the analytical hierarchy process (AHP) MCDM model for IoT applications. They considered five influential factors for IoT
applications and used a combination of AHP plus neutrosophic techniques for selecting the most appropriate alternative.
In another example, Grida et al. [45], addressed the decision-making challenges in loT-based supply chain management sys-
tems. They considered 23 evaluation criteria and utilized a combination of VIKOR and the best-worst method (BWM) for
MCDM in their proposed framework. Additionally, they used neutrosophic sets theory to model vague, uncertain, inconsis-
tent, and incomplete information in data evaluations. In [46], the authors applied multi-criteria decision analysis (MCDA)
and AHP in combination with interval-valued neutrosophic numbers to perform a comparative analysis of IoT supply chains.
In that study, expert opinions were analyzed using MCDA and AHP processes, in which uncertainty was considered using
neutrosophic numbers.

3. Proposed method

In this section, the proposed trust management approach will be introduced. First, a general overview of the proposed
framework and the steps required for trust processing are presented. Then, the core computational model of the proposed
approach, which is based on the neutrosophic numbers, is outlined. The trust preprocessing subsection discusses how the
quantitative data and the qualitative comments are preprocessed and converted to neutrosophic numbers. In addition,
the approach for considering the sources of uncertainty is presented, and its influence on the calculation scheme is described.
The combination of the preprocessed data is given in the trust calculation subsection, and finally, the trust history updating
procedure is presented.

3.1. Preliminaries

We consider an SOA-based social IoT model [1,40], as illustrated in Fig. 1, where objects are SRs and SPs. The objects are
owned either by real users (i.e., personal property) or legal users such as the municipality, legal offices, hotels, etc. Users and
devices have unique identities in IoT cloud services and can be authenticated by each other. The IoT cloud services can per-
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Fig. 1. The system model of SOA-based social IoT.

form service discovery for suggesting the service interaction alternatives (SIA) to the SRs. Social networks connect the users,
where they can be friends or members of the same groups. Objects can be members of the same Cols [6], where they can
have more frequent interactions. In addition, two objects owned by the users having social relationships are also considered
to have a relationship at the object level. It is assumed that there is an existing trust between the users and their devices.
Hence, it is assumed that the trustor and the trustees are the SP and the SR devices of two users respectively. Objects can
request services autonomously or through the intention of their owners. Thereafter, they can select between the suggested
SIAs to provide the requested service. The SR’s device calculates the trustworthiness level of each SIA and selects the best one
for the interaction. The trustor’s device calculates the trustworthiness of SIAs based on their assertions, recommendations
received from social connections, and history records.

3.2. Problem definition

In the proposed system model presented in Fig. 1, some problems may cause lousy service experiences. In an IoT envi-
ronment, there could be misbehaving SPs that, intentionally or not, provide inappropriate or low-quality services. Addition-
ally, some objects may provide incorrect trust-related information about themselves or other objects. It would be very
important for a trust management system to select an appropriate SP in every service request based on available informa-
tion. This information may be uncertain because of different sources of uncertainty such as ambient noise, inappropriate
context conditions, or measurement errors. Considering these problems, we aim to design a trust management system that
addresses the following challenges:

1- The problem of misbehaving SPs: Some SPs may provide inadequate services, whether they are aware or not. These
SPs should be quickly and correctly identified, and users should be notified of the nature of such misbehaving SPs in case
such an entity exists in the environment.
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2- The problem of incorrect recommendations: The recommender objects may be honest and provide correct recom-
mendations. However, some recommenders may intentionally provide bad or incorrect recommendations, and try to per-
form self-promoting, whitewashing, discriminatory, bad-mouthing, ballot-stuffing, and opportunistic service attacks [1]. Such
recommenders should be identified and their opinions should be ignored over time.

3- The problem of uncertainty in data and context: In an loT environment, multiple sources of uncertainty always exist.
In addition, uncertainty is an essential parameter in trust modeling and calculation [12,13]. Consideration of uncertainty
sources in IoT trust calculations can enhance the accuracy of the results even further.

3.3. A general overview of the proposed model

In the following subsections, the general specifications of the proposed model are presented:

A. Trust combination

The proposed model considers trust as a combination of three main components that provide pieces of information
required for trust calculation as follows:

1. Assertion: it refers to the assertions by the SIAs about their capabilities and contains self-evaluations about different
trustworthiness criteria.

2. History: it refers to the evaluated trust based on experiences of previous interactions that the trustor has performed with
SIAs.

3. Recommendation: it refers to the trustworthiness evaluations provided by other entities such as friends about their pre-
vious experiences with SIAs.

B. Trust aggregation
The trust information aggregation is performed in two ways in the proposed model as follows. These two views are
related to the type of uncertainty described in the Uncertainty representation subsection.

1. Detailed trust aggregation (DTAg): inspired by the multi-criteria decision-making view toward trust, this type of aggre-
gation assigns a level of trust for each SIA’s trustworthiness criterion and aggregates these values based on a weight vec-
tor specifying their importance.

2. General trust aggregation (GTAg): this form of aggregation comes from a general viewpoint toward the trustworthiness
of an entity.

C. The proposed computation framework
The trust computation framework for the trustor entity is displayed in Fig. 2. The main components are described below:

1. Preprocessing: Data preprocessing is a set of operations designed to transform the input trust-related data to INNs, used
in the core of the trust computation model. These operations are performed by two components that are responsible for
transforming the quantitative data and the linguistic opinions of the users:

a. Trust and context evaluation criteria preprocessing: This component transforms the quantitative evaluations to
INNs, considering sources of uncertainty and inconsistency.

b. Criteria weight specification: User preferences about the importance of trust evaluation criteria are received as lin-
guistic terms, then preprocessed, and presented further in the form of real numbers.

2. Trust aggregation: This unit aggregates the preprocessed trust information using history and recommendation data
along with the context evaluations to calculate trust for interacting with each SIA. This trust value is used to rank SIAs
and select the best option for the interaction.

3. Trust updating: After performing the interaction with the selected SIA, the actual outcome experienced about the QoS
criteria is observed and evaluated. This information is processed and used to update the history information as follows:

a. The QoS of the selected SIA: this parameter is updated based on the difference between the QoS asserted by the SIA
and the experienced QoS of the performed interaction.

b. The honesty of recommenders: This is calculated based on the similarity of the recommended values by any of the
SIAs and the actual experienced value.

3.4. Computational aspects of the proposed model

This section presents the formal and mathematical notations of the proposed trust model. Table 1 reports all inputs
required in the computational model. Table 2 also provides other notations used in calculations. Data types for each of
the parameters have also been identified, which can be a non-negative integer (NNI), interval neutrosophic number
(INN), real number (RN), or triangular fuzzy number (TFN). The TFNs are used for presentation simplicity. Meanwhile, the
model can be extended to use other types of fuzzy numbers as well.
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Fig. 2. The general framework of the proposed model.

The proposed model is based on calculation over INNs, and the trust relationship is modeled using these numbers. The
overall trust of entity i toward the entity j, which is used to decide whether to receive the service s, is expressed as an
INN such as Trusti/ = [T” 19 Fij]. Here, T¥, I/ and F" are interval numbers, and as explained in the background section,

they are the truth, indeterminacy, and falsity terms of the INN.

A. Context model

The trustor evaluates the interaction context with each SIA. This evaluation is used as an influential factor for determining
the quality of interactions. The context modeling in the proposed model is based on the fact that the proposed model utilizes
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Table 1
Input parameters used in the proposed model.
Symbol Data type / Interval Definition
Mg NNI1 <M Number of detailed criteria for providing service s
N NNI1<N Number of SIAs
R NNIO <R Number of detailed recommenders
R NNIO <R Number of general recommenders
Serm TFN Satisfaction function of the m™ trust criterion

D, TEN Dissatisfaction function of the i trust criterion
Vet TFN Fuzzy value of the m™ trust criterion asserted by the n'" SIA
lincrm, m, Linguistic term Linguistic term defining the importance of the m; trust criterion relative to the m,™ index

COVe (ymg) TFN Coverage function of high-level context named cn{ based on the v, quantity
p TFN Fuzzy evaluation of the v, quantity for the n™ SIA
Table 2
Basic notations used in the proposed model.
Symbol Data type/Interval Definition
X Set A space of points.
X RN A generic element x in X.
A B INN Interval neutrosophic numbers (INNs).

Ta(x), Ia(X), Fa(x)

Intervals in the range [07,17]

Ta(x): Truth interval of INN A. I4(x): Indeterminacy
interval of INN A. Fa(x): Falsity interval of INN A.

inf 1 (A),supy(A) RN Infimum and supremum values of truth membership interval of INN A.
inf ;(A),sup;(A) RN Infimum and supremum values of indeterminacy membership interval of INN A.
inf p(A),supg(A) RN Infimum and supremum values of falsity membership interval of INN A.
Trust' INN Trust value of node i to node j to receive service s
m NNI1<m<M Commonly referring to the mt trust criterion
n NNI1<n<N Commonly referring to the n" SIA
ever,,, INN QoS evaluation of the mt" criterion of the nt" SIA based on its claim
(2759 INN QoS evaluation of the m™ criterion of the n'* SIA by the r recommender
eVen,,,, INN Evaluation of the m™ context criterion of the n th SIA
eV | TEN QoS evaluation of the m™ criterion of the n th SIA by the k™ detailed recommender
Wer,, RN O < Wer, <1 Weight of the mt" trust criterion
his”‘,f INN History of node j providing service s evaluated by node i
cn
nids NNI Number of transactions by node i for receiving service a from node j
cnd
L RN O < covgy <1 Coverage of the high-level context cn by the n th SIA
Set?, Set Set of high-level contexts of service s
N, NNI Number of high-level contexts from dimension d defined for service s
Nen, NNI O < Nep, <5 Number of high-level context diminutions considered in trust calculations
d NNIO < d < Nep, Typically referring to the d™ high-level context dimension
hon]': RN The honesty of node j evaluated by node i
s, NNI Number of transactions that node i has requested from node j
J
v TFEN Fuzzy value of the m™ trust criterion experienced by the selected SIA with ID n
eXcr,,, INN QoS experienced about the mt" criterion of the selected SIA with ID n

context as an enabler for expressing uncertainty. The uncertainty may be from some known factors influencing each trust
evaluating criterion or a set of unknown factors where their impact on the QoS of the SIA is not undividedly known. Accord-
ingly, the context quality is modeled as described below:

1. Detailed context (DCn): The context at this level is a factor that influences the effectiveness of each trust assessment
criterion. For example, the accuracy of a sensor can be assumed as a trust assessment criterion where its corresponding con-
text criterion is the ambient noise. Here, noise as a background parameter influences the effect of precision measurement
thus affecting the degree of trust in the value measured by the sensor. Considering M trust evaluation criteria and N SIAs
for the interaction, the quality of context of the m th trust assessment criterion for interacting with the n th SIA is an INN
denoted by evcy,,,-

2. High-level context (HLC): At a higher level, context is modeled as an influential factor for the complete functionality of
a particular service for an object. The object’s performance at different times, locations, and by different users can have a
quality associated with that context. For example, at night time, a camera designed for night vision works more suitably.
For the HLC identification, we have used the five W’s understanding of context offered by Abowd et al. [47]. The proposed
model uses the five W’s as five potential dimensions for classifying HLCs. For any dimension, the service expert can designate
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several HLCs and define fuzzy membership functions that specify their coverage on their relevant quantities. For a service s
considering N.,, HLC dimensions, the set of HLCs can be defined as follow:

Set?, = {cnf|1 <d < Ney,, 1 < ¢ <N% . d € {Where, When, Who, What, Why} } (8)

cng»

Here, d denotes an HLC dimension containing Nf,,s HLCs and cn? indicates an HLC with index ¢ from dimension d. For any
HLC cn?, a fuzzy membership function CoVpa (vmg) is defined that specifies its fuzzy coverage. Its input variable v, is the

measured value of the quantitative parameter relevant to cn? while its output is a real number within [0, 1] specifying the
coverage of the HLC.

As an example, a fuzzy coverage function can be defined to specify day-time based on the clock time, as the input variable.
The input variablev,,. is a measured value for the n th SIA as a fuzzy number, referred to as. This value must be combined

with the HLC coverage function Co Ve (vmg) to specify how much the n th SIA is under the coverage of cn?. The output of this

combination is the effective coverage of HLC cn? for the SIA j, displayed by cov’;",,. The details of these calculations are

described in the trust preprocessing section. In any interaction, the effective coverage and the aggregation of previous expe-
riences in that HLC are combined to specify the QoS prediction. The details of this process are described in the trust aggre-
gation section.

B. History model

The proposed model considers two types of history information about the entities: (1) honesty and (2) QoS records. The
history of honesty represents social trust toward an entity demonstrating its trustworthiness in providing trust-related
information, while QoS specifies its performance quality. Then, the proposed model can distinguish between dishonest enti-
ties and those that are malfunctioning because of their physical limitations or disruptions. Such differentiation is very impor-
tant for the decision-making about service selection and filtering of malicious recommendations. QoS history is preserved in
two models: (1) detailed and (2) aggregated. The detailed history of an object demonstrates the quality of each trust com-
position criterion of the SP, while aggregated history demonstrates its complete functionality for providing specific services
in different contexts. The detailed history is necessary because an entity (the entity itself or the recommendation receiver)
can specify the importance of each trust criterion during trust aggregation. On the other hand, aggregated history specifies
the overall functionality of the SP in relevant HLCs. The formal expressions of the history models are presented below:

1. Aggregated QoS history (AgQH): The AgQH of an object with index i represented as Hisﬁﬁ”eml is a set of records spec-
ifying the QoS provided by any SP with index n providing the service s.

. 1 .ins ins| . d h
Hisy"™ = {(hzs’c:;, n'ﬂ’",t',s) cnf < Set,, } 9)

ings

where Set?ns is the set of HLCs of the service s, his;; denotes an INN representing the aggregated QoS of the entity n providing

the service s to the SIA i in the HLC cn¢, and ni',’:f is the number of times the object i has received the service s from the object n
in the HLC cnd.

2. Detailed QoS history (DtQH): The DtQH of an object with index i represented as Hisﬁfim“ is a set of records specifying the
criterion level QoS of a service s that has been received from any SP with index n.

. i d .
Hisgeo! = { (Hagt it [0 < in} (10)
where nd’ is the number of times that the entity i has received service from the SP with ID n, Hgf[ isa 1 x M vector con-

his; j
taining its evaluations of the detailed criteria, and M is the number of all detailed criteria from all of the services provided
by the entity n.

3. Honesty history (HonH): The HonH of an object with index i is a set of records represented as His/*"®"  indicating the
rightness and accuracy of the recommendations received from any object j. This accuracy is obtained from comparing the
recommended values and the real experienced values of the criteria, specified after the interaction.

His[*"® = { (Mg, hon )0 < hom) < 1,1 < iy } (11)

nltransj
where nimnsj is the number of times the entity i has received recommendations from the entity j and hon]’: reflects a real num-
ber specifying the belief of the entity i to the honesty of node j.

C. Recommendation model

QoS recommendation is an essential operation in the trust distribution model. All entities can share their knowledge
stored in QoS history records about other entities to the entities requesting recommendations. This knowledge is the infor-
mation aggregated inside the history records of the entity based on previous experiences with other objects. As explained in
the previous subsection, the QoS history records are preserved as detailed and aggregated history records. Thus, the recom-
mender can provide the recommendations in two ways:
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1. Detailed recommendation (DetR): In this type of recommendation, the recommender provides detailed information
about the SIAs based on its DtQH records. The recommendations of an entity with the index r about N SIAs are presented as
an N x M matrix named Rec! ; each of its elements as rec’, demonstrates the evaluation of the entity k about the m th

cr? Crmn
detailed criterion of the n th SIA.

2. Aggregated recommendation (AggR): In this type of recommendation, the recommenders provide their knowledge
about the SIAs as aggregated INNs in relevant HLCs. For this purpose, any recommender considers its AgQH records for
the aggregated history of alternatives and the relevant HLC. Then, the AggR of the recommender with index r’ about the

SIA n is retrieved from its AgQH Hisﬁ‘i"e’”’ as a set of recommendations called Rec.,, as below:

&eny s

r o cnd end oy .nrs s s . general __d h
Recg,, . = {recalf,s reca”,zs = hlsmg , (hlsmg Mo ) € stﬁlr, ,cng € Set, } (12)
d . . c g . . . . .
Here, recy is the aggregated evaluation of SIA n for providing service s which is evaluated by the recommender entity r in

aly g
the HLC cnd.

D. Trust aggregation model

As stated earlier, the proposed model uses two types of trust aggregation, which are GTAg and DTAg models which are
used for the aggregation of three main trust components, namely: (1) assertation, (2) history, and (3) recommendation. The
DTAg model is utilized for aggregating detailed trust-related information, including DetQH, DetR, and the assertation trust
information. The GTAg is used for comprehensive trust-related information, including AgQH and AggR aggregation. The for-
mal representation of the trust aggregation models is provided below:

1. Detailed trust aggregation: In this trust aggregation model, the detailed evaluation of trust composition criteria from
different sources is combined. The detailed trust of an entity with the ID n calculated by the entity i providing the intended
service s is calculated as follows:

Ms R .
TSty = > > (Wery x hom,) x (€0, Qi) (13)
r=1

m=1

where hon! is the entity r in the HonH of entity i and evy, - denotes an INN representing the evaluation of trust combination
criterion with index m evaluated by the entity r. It is assumed that R different sources provide information about M; detailed
criteria and eVen,,; is the DCn of the m th detailed criteria of the entity j. The parameter w,, is a real number within [0, 1],
representing the weight of criteria with index m in the trust combination of the service.

2. General trust aggregation: In this trust aggregation model, the comprehensive trust-related information from differ-
ent sources is aggregated using HLCs. For this purpose, the first step of calculating the general aggregated trust evaluation
(GAE) of any SIA with ID n providing the intended service s in the HLC cn¢ is performed by the trust calculator i as follows:

R

gaell, = 3" (honl,®evT! ) (14)

5
r=1 hs

It is assumed that R’ sources of general trust evaluation provide their information to the trust calculator entity. The er™

alj’fs
is an INN representing the GAE of the alternative n providing the service s in the HLC cn¢, which is evaluated by the entity 1’

having the honesty honi, in the HonH of the trust calculator i. The second step is to specify GAE of the most relevant HLC in
any of the dimensions d, which is calculated based on the formula below:

, ’ .
gael, = maxmre<{gaeﬁli |gaeg, = cov! » ® gae;, 1 < c < Ng, cnd € Setl }) (15)

ins’ cno

where the maxr. function returns the INN with the minimum neutrosophic score value from its input set. The combination
of certainty for being within the domain of HLC (co v’c .¢) and the certainty of the HLC to be sufficient for the service (gaefﬁ) is
calculated to predict the QoS. The final step is to evaluate the final general trust that is an INN with the minimum score,

among all gae; values in all HLC dimensions:

eteral —

Trustins minmre{gaefnvs\l <d< Nm} (16)

3.5. Trust preprocessing

At the core of the proposed model, calculations are based on the INNs. However, as outlined in Table 1, the input data of
trust and context criteria evaluations are fuzzy quantitative values. In addition, the user preferences about the importance of
trust and context criteria are linguistic terms that must be transformed into real values. Thus, it is necessary to preprocess
these types of data, considering the sources of uncertainty to prepare suitable information used by the trust calculation unit.
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A. Converting the evaluation criteria to INNs

In order to convert quantitative data for the trust and context evaluation criteria into INNS, it is necessary to identify the
interval numbers for each of their ‘T’, ‘I, and ‘F* terms. This part of the calculations is performed to determine the ‘T’ and ‘F’
terms, with the specification for the ‘I term presented in Section 4.6. The input parameters of this section are as follows:

1. Fuzzy evaluations of quantitative data: In the proposed model, the evaluations of the input quantities are presented as
fuzzy numbers. In this regard, TFNs have been used for the simplicity and consistency of the calculations. These inputs,
described in Table 1, are v,,,, Vent > and vgng.

2. Indicator functions: These fuzzy functions are used as indicators mapped into quantitative evaluations of trust and con-
text criteria to specify how much the values are appropriate or unsuitable for the quality of the presented service. Two
types of indicator functions are offered for preprocessing any quantitative trust or context evaluation criteria which are
described below:

a. Satisfaction indicator functions: These fuzzy functions specify the appropriateness of trust and context criteria for
providing a high level of QoS. The S, and S.,, are the two satisfaction functions used to designate the suitability
of the quantitative evaluations of m th trust criterion (v,,,) and the corresponding detailed context criterion
(Veny,)- The result of this designation is generating the ‘T’ terms of the output INN evaluations which are ev,,,
andeve,,,.

b. Dissatisfaction indicator functions: These fuzzy functions represent the possibility of hazard, based on the quantitative
values of trust and context evaluation criteria. In this way, the hazard and safety indicators of any criterion are mod-
eled independently from the appropriateness. The D, and D, are the two dissatisfaction functions that are used to
generate the ‘F’ terms of ev,,,, andevea,,,.

3. HLC coverage function: The function Cov, (%.g) is combined with its related quantitative evaluation V¢, to determine

the effective coverage of HLC cn¢ on the service interaction. This combination is performed similarly to the mapping of
indicator functions to their respective quantitative evaluation.

The core of quantitative data preprocessing is a combination function that maps the quantitative data into indicator func-
tions to achieve an interval number, indicating how much the quantitative evaluation is sufficient or insufficient. This map-
ping function Ing(t) receives the indicator function Id(t) and the quantitative evaluation Qu(t) as inputs, and then generates
an interval number:

[, 1] = Ing (Id(t), Qu(t)) (17)

Here, | and r are the left and right values of the output interval number, and t denotes the parameter referring to the eval-
uated quantity. Fig. 3 demonstrates the steps required for calculating [ and r.
The first step of the calculations is to find the intersection points between two functions Id(t) and Qu(t). The parameters

jby and jL,; are assumed to be the right and left intersection points of the Id(t) and Qu(t) curves on the t axis. Furthermore, if
they do not reach each other from one side, the infinite is assumed as the contact point on that side. The second step is to

calculate an overlapping set within j!, < t <j’ ,.
Setoverp(1d(1), Qu(t)) = {1d(€) » Qu(O)IA(t) * Qut)lf < € < o 10 (Jo ) = Qu (for ) 1 licr) = Qulic)} (18)
Finally, the | and r parameters are considered as the minimum and maximum values of the overlapping setSet,eriqp:
(I,r] = [min (Setoperiap), MaX (Setoperiap) ] (19)

As an example, suppose that Id(t) = trimf(—1,0, 1) and Qu(t) = trimf(—2,0,2). Then, the calculation steps are as follows:

*Find two intersection points of the functions /d(x) , Qu(x) called

Finding Intersection points jtorand jT ;. The number of intersection points can be infinite.

eCalculate the output value of Qu(t)  Id(t) in the range
jéal < t < jI,; which is called the overlapping set.

Overlapping range calculation

Minimum and muximum ol = min(Setyperiap)
detection o7 = max(Setoperiap)

Fig. 3. The required steps for converting the evaluation criteria to INNs.
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Step 1: The left and right intersection points of the two functions Qu(t) and Id(t) are detected asj'w, = -2 andj, = 0; the
value of t within [-2, 0] is considered in the next step.
Step 2: The value of Qu(t) = Id(t) must be calculated within —2 < t < 0:

0-2<t<-1

L+1)x(t+1)—-1<t<0 (20)

Qu(t) xId(t) = { (
Step 3: The minimum and maximum values of Qu(t) « Id(t) within this range are 0 and 1. These values are obtained by
setting t equal to —1 and 0. Then, the output interval number would be [0,1].
Using the mapping function Ing(t), the quantitative data preprocessing is computed to generate the following outputs
described in Table 2:
1. INN evaluations of trust criteria: Assuming any ev,,; presented as a triple of ‘T", ‘I, and ‘F’ terms, the ‘T" and ‘F’ terms
are calculated using the S, (t) and D, (t) indicator functions as follows:

eVerp, = {Tevm,,_,, ) Ievg,,,_,, ) Fevcr,,,b,,] (2])
Te”ﬂ’m.n = InQ’ (Sfrm (t)7 z)C"m.n (t)) (22)
Feue,, = Ingi(Der,, (t), Ver,,, (1) ) (23)

2. INN evaluation of detailed context criteria: As with the evaluation of trust criteria, the ‘T and ‘F’ terms of any ez, -
can be calculated as follows:

eUcn,,,_,, = [Tevc,,m_,l ; Ieymm_n 7Fevc,,mb,l] (24)
Tever,, = Ing (Scnm(t)a Ve () ) (25)
Fevenn, = INg (Dcnm(t)v Vet (1) ) (26)

The calculation of the ‘I’ term in INN evaluation of trust and detailed context criteria is based on combining several uncer-
tainty sources explained in the Uncertainty representation section.

3. Effective coverage of HLC: The combination of the context coverage function Cov,,.(t) and the fuzzy value of the quan-

cnd

tity V7 4(t) is performed as follows:

X, y] = Ing (COvgy (1), V(D) (27)
co ”?ng =x+y)/2 (28)

B. Specifying criteria weights

The importance of trust and context evaluation criteria is specified as linguistic terms by the service user or expert. Users
specify the importance of any criterion relative to another criterion and use linguistic terms that simplify comparison for
human users. In Table 1, an input type called lincry,, m, is described, which is the linguistic term for the weights of trust eval-
uation criteria.

The linguistic terms are mapped to the real numbers specifying the weight of each criterion using the fuzzy-AHP method
proposed in [48]. In this method, initially, the linguistic terms demonstrating the importance of a criterion compared to
another one are converted to fuzzy numbers. Then, the fuzzy weights of the criteria are specified utilizing AHP analysis.
Finally, the output of this section is the w,,, weights for all values of m.

3.6. Uncertainty representation

The proposed model considers uncertainty in two main aspects: (1) context uncertainty (explained in the context model)
and (2) measurement uncertainty. Measurement uncertainty is due to the inaccurate measurements of quantities as well as
a lack of knowledge about their actual and accurate values. In the proposed model, different factors causing the knowledge
insufficiency in evaluations are aggregated to form the indeterminacy term of INN trust and detailed context criteria eval-
uations denoted as I,,,,, andl respectively. Additionally, the inaccuracy of calculations is modeled by fuzzy and neu-
trosophic interval numbers propagating uncertainty in the calculations.

The indeterminacy terms in the trust calculation process are a combination of the discussed uncertainty factors affecting
the certainty of the quantitative data. For any othese factors influencing trust or detailed context evaluation criteria, an eval-
uation function is defined as follows:

unc;”m.n _ UnCp (ulcjﬂm.n) , unc;rm.n _ UnCp (u;rm n ) (29)

€Venm n
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where Ung, is the function that quantifies the amount of uncertainty caused by the uncertainty factor p based on its input

Clmn Cr'mn

k
values u,"" andu,™". The resulting values unc;”’“-” and unc,™" are the quantified uncertainty values defined within [0,1],
induced by p for the detailed context criterion cn,, and the trust evaluation criterioncr,, ,. Eventually, the indeterminacy
terms, defined as interval numbers, are calculated as follows:

lev, = [min (Ser), max (Sgr)], Ser = {Unc;r (ug)

forallvaluesofp} (30)

Loy, = [min (Ser), max (Sen)], Sen = {Uncf,” (u;") forallvaluesofp} (31)

Several uncertainty factors can be assumed to contribute to the measurement uncertainty, but the most relevant ones are
as follows:

1. The elapsed time from the measurements: The more recent the measurements, the more reliable they are supposed
to be.

2. Insufficiency of data samples: Any entity evaluates the quantitative trustworthiness criteria along with context based
on a different number of samples. The larger the number of samples, the higher the certainty about the criteria would be.

3. Noise and fault: These factors can be acknowledged as significant sources of uncertainty. Different types of noise can
affect the certainty of the evaluated data, which can be investigated in future works. Additionally, fault can be regarded as an
influential factor in the functionality of IoT devices. The consideration of fault requires deeper analysis in future works.

3.7. Trust aggregation

In the previous section, the data necessary for trust calculation have been identified. In this section, the trust aggregation
steps are explained. The trust aggregation in the proposed model involves aggregating the following data:

1. Trust information by asserted SIAs.

2. Trust information recommended by the recommenders.

3. Historical trust information from the database of the trustworthiness calculator agent.
4. Total data from the previous items.

The following subsections describe the aggregation of the data mentioned above. These data can be detailed or general,
aggregated based on the detailed or general trust aggregation models presented in Section 4.2.

A. Asserted trust aggregation

The evaluations asserted by SIAs about their trust evaluation criteria are aggregated to specify the total self-evaluations of
SIAs. Any SIA preprocesses the quantitative evaluation of the trust plus context evaluation criteria and provides their eval-
uation as INNs ev,,,,, andev,,,. The detailed aggregated evaluation of trust, based on the assertions of the SIA n denoted as
daegssertionn 15 calculated based on the detailed trust aggregation formula, i.e. Equation (13).

B. Trust recommendations aggregation

This part of the calculations deals with aggregating recommended trust information from the recommenders, leading to
the generation of the recommendation part of the total trust. Having two types of recommendation models, the proposed
model aggregates the information from each type of recommendation separately and then aggregates the results to generate
the total recommendation part of the trust.

1. Aggregation of detailed recommendations: Here, the detailed trust aggregation in Equation (12) is used for trust
aggregation. In this formula, considering R recommenders providing their recommendations in a detailed model, and the
detailed recommendations rec, ~as the ev;, evaluations, the aggregated evaluation of the detailed recommendations
about the alternative n is calculated as the result of the Equation (13), denoted asdaey, .

2. Aggregation of general recommendations: The general trust aggregation model, calculated based on Equations (14),
15, and 16, is used to aggregate the recommendation of R recommenders providing general recommendations as specified in

Equation (12). Considering the recommendation rec;;’f as the evaluation evC;',? in the mentioned formulas, the aggregated

evaluation of the general recommendations about the alternative n is calculated as the result of the Equation (16) which
is named gaey, .

3. Total Aggregation of recommendations: For any SIA with ID n, the general and detailed recommendation aggrega-
tions (dae,, and gae,,) are combined based on a weighted sum model as given in Equation (32) to generate the recom-
mended trust evaluation of the SIA. The weights of the combination are proportional to the number of detailed and
general recommenders (R and R').

R R
n — d rec, 7 rec, 32
rec (R+R’® ae !>@<R+R®gae "> (32)
C. Trust history aggregation
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The history aggregation process is similar to the recommendation aggregation process, assuming only one source of trust
information which is the AgQH and DtQH records of the trustworthiness calculator entity. This entity provides recommen-
dations based on historical data about SIAs for the requesting entities. Aggregation of detailed QoS history records using
Equation (13) and assuming self-honesty hon; equal to 1, generate the detailed aggregated evaluation of history for any of
the alternatives n displayed by daey;, . Similarly, using Equations (14), 15, and 16, the general aggregated evaluation of his-
tory for any of the alternatives n is calculated and denoted by gaey;s, . As with the total recommendation aggregation, the gen-
eral and aggregated evaluations of history are combined using a weighted sum model presented below:

ins det
. cnd his;,
his, = | ——~——— x daey;s, | & | ———— x gaep;s, (33)
nins 4 pdet nins 4 pdet
cnd his; cnd his;

The generated value his, is the historical part of the total trust toward the SIA,.

D. Total trust aggregation

Following the aggregation of the assertation, recommendation, and historical parts of trust, the resulting values are aggre-
gated to generate the total trust. For any SIA,, the total aggregated trust t,q, is calculated using a weighted sum model as
follows:

Leotal, = (Wﬂssermtion X daeassertationn) S2] (ngs X hisn) @ (W;ec X recn) (34)

where the real numbers wéssertation whis and wree are the regular aggregation weights and their sum is equal to one.

To calculate the regular weights, three equivalent non-regular weights are calculated and then normalized within the
interval [0,1]. In this weighting, the neutrosophic accuracy of the assertation, recommendation, and the historical parts of
trust is used as a determinant of its importance for trust aggregation. Additionally, for the recommendation, the total number
of recommenders and for the history part, the total number of interactions is used as an incremental factor. However, this
increase is intended with a logarithmic rate to limit its impact. Then, the non-regular weights are calculated as follows:

~ assertation

Wn = ACCinn (daeassermtionn) (35)
~ his . ) . ins det

w, = (AcCinn(his,) x log na + My, +1 (36)
~rec ,

W, = AcCin(rec;) x log (R +R + 1) (37)

After that, the regular weights are calculated using the non-regular weights as follows:
~ assertation ~rec ~ his
Wassertatiun _ Wn wree — Wn Whis — Wn (38)
n sum,, " sum,,’ "  sum,

~ assertation ~ Tec ~ his
sumy = | W, +w, + w,

After identifying the regular weights, the total trust of any SIA can be calculated based on Equation (34), which is an INN.
This total trust is cumulative of all evaluation data, context conditions, and user preferences, which indicates the total expec-
tation about the QoS experience with any SIA and is used for selecting the most appropriate SIA for the interaction. For this
purpose, it is necessary to sort SIAs based on their total trust. Thus, there is a need for a measure to map INNs to real num-
bers. The neutrosophic score function is an appropriate measure for this purpose, given its definition and characteristics,
which include its direct relationship to the truth of the INN and its inverse relation to uncertainty and falsity. As such, for
any SIA, trust decision making denoted as tg., is performed using the score function, and the SIA with the highest t4., is
selected for the service.

taec, = SCinn(trotal,) (39)

3.8. Trust updating

In this stage of trust calculations, the trust calculator entity updates its history records based on its real experience with
the selected SIA. This update is performed on the QoS history record of the selected SIA as well as the honesty history record
of the recommenders. For the selected SIA, the experienced QoS is considered as the basis for updating its QoS history record.
Likewise, the difference between the experienced QoS and the recommendation by any recommender which indicates the
correctness and precision of the recommendation is used to update its honesty history.

To evaluate the recommenders and the selected SIA, it is necessary to evaluate the real QoS, experienced by the selected
SIA. The quantitative evaluation of the m th trust criterion experienced by the selected SIA with ID n is referred to as % . As

displayed in Fig. 2, the experienced quantitative values are preprocessed similar to the assertation values of the alternatives
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and are transformed to INNs. The equivalent INN (denoted as ex. ), is the evaluation of the m th criterion for the selected

SIA with ID n. Then, the total QoS, experienced by the selected SIA, is calculated as follows:

M;
Xt = Y (Wer, (X, %) (40)
m=1
In the proposed model, trust updates about the recommenders and the selected SIA are performed considering the quality
of the transaction context. As the trust aggregation Equations (13) and (16) represent, the quality of context influences the
calculated trust of an entity. Thus, the quality of context affects the expectation of the accuracy of recommenders’ opinions,

and the self-assertions of SIAs. The total quality of context for the selected SIA with ID n offering service s is calculated using
the following formula:

M;
ex?oﬁiext = Z (Wcrm ®€X?nn'15) (41)
m=1

In the following subsections, the trust updating model of the selected SIA and the recommenders is presented.

A. Alternatives trust updating

The trust updating for the selected SIA is performed on general and history records. The following formula represents the
approach to updating the general history using an exponential moving average with a coefficient named o:

hisiy, (¢ + At) = (a0 ex(d) & ((1 — o) « hislyy -S(c))7 (hisgg;, i ) € Hisgr! (42)

where o is a real number within [0,1] specifying the weight of the recent experience. Note that the recent experiences are
considered with a higher importance in trust updating. Also, if the real experience ex;;:  is more accurate and has less uncer-
tainty, it is considered a more reliable experience and will have more impact on the updated trust value. The « coefficient is
calculated using the following formula:

0L = ACCinn (€X[1.5) X SCinn(€Xforiext) (43)

Similar to the general history update, the detailed history update is performed using the exponential moving average with
the coefficient named g,,. However, the update is individually performed for any trust evaluation criteria:

hist,.., £+ AE) = (B +exi%) @ (1= B) = hish,, (1)) (44)

where 8,, is a real number like o and within the same range, specifying the weight for updating criteria m and is calculated as
below:

B = ACCinn (X2 *) X SCinn (€Xcoritext) (45)

Crm

B. Recommenders’ trust updating

This update is performed for detailed and general recommenders separately. For a detailed recommender with ID r, the
distance between the detailed recommendations for all service s’ criteria and the experienced value for any criterion is aggre-
gated using the weight of each criterion as below:

~ M -
dis'™* = ZWCH' X DiShamming (TeCl, X% <) (46)

Cr'm
m=1

Here, the resulting value dis* is the total distance between the recommendation of recommender r about the selected SIA

n and the experienced values for different service evaluation criteria. The respective distance for the general recommenda-
tions is considered as the Hamming distance between the general recommendation and the total experience as follows:
~ ns
dis, = Disramming (recty! . exss ) (47)
Hamming distance is used because we want to evaluate the distance of the received recommendations to an ideal point
which is the real experienced QoS. That means, ideally, the SR expects recommenders to provide the real experienced QoS as
their recommendations. Thus, based on this natural mapping and also due to its simplicity, we chose to use Hamming dis-
tance instead of other distance measures, as it has been used in other approaches such as the work presented in [30].
Similar to the QoS history updating, the honesty history updating is performed using an exponential moving average for-
mula, as follows:
hon'(t + At) = wipdate (1 - disi“5> + (1 — W)  hor(¢) (48)

recr recr
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Similar to the o and B, coefficients, the update coefficient w2 has a direct relationship with the quality of context. Fur-
thermore, the number of previous recommendations ni,,,, represents the certainty of the recommendation corresponding to
the previous honesty value of recommender r. Thus, it must have an inverse relationship with w2 which can be calculated

by the following formula:

s
update Scinn (excontext)

= 49
reer lOg (n[trans, + 1) ( )

Here, the use of the logarithmic rate limits the impact of the number of transactions for large values of ni

transy *
4. Evaluations

In this section, the performance of the proposed model is validated, and the impact of various factors on its performance
is investigated.

4.1. Evaluation assumptions

The devised simulation scenarios are selected in a way to be similar to the related approaches of the current research,
such as the studies performed by Chen et al. [1] and Wang et al. [2]. For the scenarios, a service-oriented environment
has been assumed to contain N IoT nodes. In the simulations, P, percent of the nodes has been considered as the bad nodes.
It is assumed that the nodes receive recommendations from peers with whom their owners have a social relationship. Two
types of social relations have been considered between the owners of the [oT nodes: (1) friendship and (2) membership in
the same group. It is supposed that any node on average has Np;enq friends and is a member of Ngroyp groups. It is assumed that
for any node, the friends provide detailed recommendations, and the nodes in the same group provide a general
recommendation.

The simulation scenarios are performed in several iterations, in each of which one node is selected randomly as the SR.
Then, N, nodes are selected randomly as candidates for providing the requested service. These parameters are summarized
in Table 3. The specified value or range of values is used in different simulation scenarios. In the evaluation scenarios, several
types of IoT nodes have been considered to have different behaviors and operations in various contexts.

In this section, the behavioral model of the IoT nodes and the context models are described. For the sake of simplicity, one
type of service has been assumed in the simulations. Table 4 reports the trustworthiness criteria and the related indicator
functions for the service named S. The weights of the criteria are specified by the linguistic terms important and very impor-
tant which are mapped to the real values 0.7 and 0.9. The detailed context criteria for the two trustworthiness criteria, their
indicator functions, and their importance are parameterized in Table 5. In Table 6, QoS service behavior is designated for
three types of IoT nodes, specifying the asserted and real experienced behavior about the service evaluation criteria. These
three models are used in the evaluation scenarios in the detailed contexts parameterized in Table 7 as well as the HLCs in
Table 8. These two tables specify two models for the detailed context and two models for HLC, both used in the simulation
scenarios.

4.2. Simulation scenarios

To validate the proposed method, three categories of evaluations have been performed, which are discussed in this sec-
tion. In the performed evaluations, three criteria were evaluated in a window W of the simulation’s iterations. This window

Table 3
Simulation parameters’ values.
Parameter Description Value range Default value
N Number of nodes 100 100
Py The percentage of bad nodes [10-90%] 30
F The average number of friends for each node 10 10
G The average number of social groups each node is a member of 10 10
Nc Number of candidate nodes for the interaction 3 3
Table 4
Trustworthiness criteria specifications for the service S.
Trustworthiness criteria Variation Satisfaction Dissatisfaction The default weight of criteria
Delay (Seconds) 0 < x<inf Sergeny (£) = trimf(0,0,120) Dery,, (£) = trimf (200, 250, inf) Very important
Accuracy (%) 0<e<inf Seracaracy (€) = trimf(0,0,10) Deryaray (€) = trimf (40,40, 100) Important
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Table 5
Detailed context specification of the service S.
Trustworthiness detailed context Variation Satisfaction indicator Dissatisfaction indicator The default weight of
criteria criteria function function criteria
Network delay Network utilization 0 <x <100 Sg,, (%) = trimf(0,0,40)  De,, ,, (X) = trimf(50,100,100)  Important
Accuracy White noise 0<e<inf S (€) = trimf(0,0,100)  Denyeyoq, (€) = trimf(100,120,inf)  Important
Table 6
Quantitative evaluation of trustworthiness criteria for three models of IoT nodes.
Trustworthiness Evaluation of data Node type 1 (Good) Node type 2 (Middle) Node type 3 (Bad)
Criteria source
Delay Asserted by the SIA Vergaapann = rimf(10,20,30) Ve 0o = trimf(50,60,70) Vet seayanss = trimf (10,20, 30)

Experienced by trustor  oxA#1s _ i (10,20,30)  ex&%#25 = trimf (50,60, 70) exAlt#1s _ ¢rimf (200,300, 700)
Cldelay ) ’ Cldelay ? CT delay ’ ’
Accuracy Asserted by the SIA Vet sceuapen = tMF(0,1,2) = trimf(15, 20, 25) = trimf(0,1,2)
Experienced by trustor  exA#1s _ ¢rimf(0,1,2) exA2s _ trimf (15, 20,25) exAl#3 — trimf (50, 60, 90)

Claccuracy CT'delay CTdelay

VC” ‘accuracy Alt#2 V"nccumcy Alt#3

Table 7

Quantitative evaluations of context criteria for two models of detailed context.
Quantity Detailed context 1 (Good) Detailed context 2 (Bad)
Network utilization Vet e (X) = trimf (0, 0,40) V et ey (X) = trimf (50,0, 0)
accuracy V eneumeye (€) = trimf(10,11,12) V eneumyn (€) = trimf(10,11,12)

Table 8
Quantitative evaluations concerning the coverage and membership functions of two models of HLC.
High-level context variation Coverage function HLC 1 (High coverage) HLC 2 (Pure coverage)
Day time (When) 0<t<24 Covgue (t)=trapmf(4,7,18,20) Mem,, (t)= trimf(10,10,10) Mem®2, — (t) = trimf(2,2,2)
layTime Moy Time M ayTime
Home distance (Where) 0 < Covgunere () = trimf(1,0,0,1000) Mem“ (I) = trimf(1,100,101,102)  Mem®: () = trimf
‘nearHome mn:}mam ) ’ ’ C"W’wﬁnme

(1,1200,1201,1202)

is used for the smoothness of the outcome diagrams, with its value assumed to be 500. The evaluation criteria presented in
their respective diagram are described below:

a) QoS-T diagram: The average value of QoS trust, calculated by the IoT nodes, is demonstrated in this diagram. The val-
ues are calculated for the good, bad, or specific nodes as the output of Equation (39). The value of this criterion is used
to decide the best SIA for interaction and is affected by several factors, including QoS evaluations, sources of uncer-
tainty, recommendations, and quality of context.

b) Honesty diagram: The average value of honesty calculated for different types of IoT nodes is displayed in this dia-
gram. The value of this criterion specifies how honest different IoT entities view other nodes. This parameter is calcu-
lated using Equation (48).

c) CDR diagram: The correct decisions ratio (CDR) specifies in what fraction of decisions made by SRs, the best SP is
selected. This ratio is calculated by dividing the number of decisions made, in which the best SP node has been
selected in the recent W iterations (denoted by N..c) by the value of w, as represented by Equation (50). This crite-
rion somehow represents the satisfaction of nodes with the services received.

CDR = Neorrect /W (50)

A. Coverage and accuracy evaluations

These experiments are performed to determine the accuracy and rationality of the results as well as to designate how
consistent the estimates are with the reality and expectations about the output.

1. The impact of the percentage of bad nodes

The purpose of this evaluation is to estimate the convergence speed of the calculated trust for good and bad nodes when
the percentage of bad nodes (P,) changes. In these experiments, the bad nodes provide reverse recommendations and ser-
vices with bad qualities. The simulations have been performed considering 10, 30, 60, and 90% for the parameter P,. As illus-
trated in Fig. 4.3, the CDR value for all simulations coverages to a value close to 1. Further, this convergence occurs faster for
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Fig. 4. The impact of the bad node percentage.

the simulations with greater P,. That is because the QoS trust is calculated and maintained by the distributed nodes, and
when the percentage of bad nodes is higher, it takes a longer time for the good nodes to form trust between each other
and to receive services and recommendations. In these simulations, as demonstrated in Fig. 4.b, the convergence speed of
the QoS-Trust criterion for good nodes to its final value is almost similar. However, for the bad nodes, the convergence is
slower when P, is larger. The reason is, when the percentage of bad nodes is lower, due to their scarcity, their probability
of being selected as an SIA is reduced. Thus, the convergence of their trust toward the final value will occur at a slower rate.

The honesty diagrams in Fig. 4.c and Fig. 4.d reveal that if the value of P, is larger, the honesty of bad nodes converges to a
higher value. That is because when the number of bad nodes is larger, their positive recommendations about each other
would promote their honesty. However, since the good nodes recognize each other due to correct recommendations and
increase honesty in their history, the honesty of good nodes converges to its desired value.

2. Honesty impact

The recommendation behavior of the evaluated nodes has a significant impact on the trust convergence, which is exam-
ined in this part. A bad node’s behavior can be due to low QoS. However, even this node can be honest in providing recom-
mendations about other nodes. In this part, two models of bad nodes’ behavior are considered, and two experiments have
been performed regarding these two types of nodes:

1. Providing improper QoS while correct recommendations about other nodes are given.
2. Providing improper QoS while the recommendations about the other nodes are incorrect as well.

Experiments indicate that if bad nodes present honest recommendations, the speed of convergence to the final trust
would be faster. The reason for this is the positive effect of the honest recommendations provided by all nodes, improving
the trust distribution between nodes. In Fig. 5.c, the CDR is always higher when all nodes are honest. The honesty diagram in
Fig. 5.a demonstrates that if bad nodes make honest recommendations, their honesty converges to the final value along with
good nodes, and if they provide incorrect recommendations, their honesty converges to a low number. The QoS-T diagram in
Fig. 5.b reveals that providing malicious recommendations by bad nodes causes their QoS-T to be high at the beginning of the
experiment. However, as the simulation progress forward and the history information is gradually completed, the QoS trust
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Fig. 5. Impact of bad nodes’ honesty on the coverage of QoS trust.

and honesty of bad nodes converge to the low-value range. The converged value of QoS in this state is higher than in the
other simulations where the bad nodes provide correct recommendations. This is because the correct recommendations
facilitate the distribution of trust-related information between objects and create a faster convergence.

B. Sensitivity analysis

The simulations performed in this section aim to demonstrate the effectiveness of different components in the proposed
model. The main approach of these simulations is that in each scenario, N IoT nodes are selected randomly. Then, during the
simulation process, various parameters are changed in the selected nodes at the iteration I;; and are returned to their initial
state at the iteration I.,,. Next, the effect of this variation is analyzed on this interval, called transition interval (TrI),. In the
performed simulations, the number N; is assumed 5, with I; and I, being 15,000 and 75,000 respectively.

1. QoS changes sensitivity

Two forms of QoS changes in the selected nodes have been investigated: (1) QoS change of only one criterion and (2) QoS

change of all criteria to the middle node, outlined in Table 6. In the first evaluation scenario, the ex*"** criterion for the
specific nodes is assumed to have the value stated for the bad IoT nodes presented in Table 6. In the second scenario, the
specific nodes provide services with middle node quality. In both scenarios, the selected nodes truly represent their QoS
assertions and the correctness of recommendations about the others.

As depicted in Fig. 6, the QoS trust for both scenarios diminishes to about the average value for QoS. These tests suggest
that the value of any trustworthiness criterion can influence the overall trust based on its corresponding weight. Because in
both scenarios the selected nodes did not change their honesty behavior, the honesty diagram for both is almost the same as
displayed in Fig. 5. The honesty of all nodes ensures correct trust distribution between IoT nodes. Thus, the CDR factor in both
scenarios was almost the same, converging to its maximum value as depicted in Fig. 5.

2. Sensitivity to context uncertainty

In this part, the effect of context changes on the QoS trust of the selected nodes is examined. As explained in Section 4.3,
two types of context models, named DTC and HLC, have been considered. The impact of DTC is examined by setting the inap-
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Fig. 6. QoS diagram for the QoS change scenario.

propriate detailed context for all criteria, as specified in Table 7. Accordingly, as indicated in Fig. 7, the QoS trust of the
selected nodes is diminished in the transition interval. The reason is that the inconsistent detailed context in Equation
(13) lowers the level of detailed QoS trust, affecting the final level of QoS trust. The effect of HLC is considered by reducing
the coverage of the general contexts in which the service functionality of the SIAs has been identified as appropriate. As the
IoT nodes perform well during the simulation, in the case of high coverage for the HLCs listed in Table 8, the coverage of both
HLCs is reduced to the pure coverage specified in Table 8. As exhibited in Fig. 7, the QoS trust of the selected nodes is dimin-
ished. As seen, the decline caused by the HLC changes is higher than the effect of DTC. In these simulations, since the number
of aggregated recommenders is higher than that of the detailed recommenders (noted in Table 3), the impact of HLC would
be greater.

In the final experiment, both the DTC and HLC changes are performed in the transition interval for the selected nodes.
Hence, the QoS trust curve of this experiment is lower compared to the results of the previous simulations. That is because
the effects of both detailed and high-level contexts are considered.

C. Comparative evaluations

In this section, the comparisons of the proposed approach with similar existing approaches are presented. The selection of
neutrosophic numbers as the data type for trust modeling is an important aspect of the current study. Thus, we have first
demonstrated the effectiveness of this data type in comparison with two other data types. Furthermore, the proposed
approach is compared with two state-of-the-art approaches.

1. Effectiveness of using neutrosophic numbers

In this part, we demonstrate the effectiveness of using neutrosophic numbers on the accuracy of the estimated trust. In
the performed simulations, we demonstrate how much the INNs’ capabilities for modeling trust have improved the accuracy
of the calculated trust compared to other similar representation models. Here, three data models are compared: (1) INN, (2)
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Fig. 7. QoS trust values with respect to the context changes.
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interval-valued intuitionistic fuzzy numbers (IIFNs) [49,50], and (3) simple real numbers (RNs). The simulations are done for
the model of the IoT node described in Table 6 denoted as the good node model. A major distinction is that for this case, it is
assumed that the evaluation uncertainty modeled as the indeterminacy part of INNs has its maximum value. This is due to
the existence of multiple sources of uncertainty in the evaluated quantitative values. The scenarios are described below:

a) Simple real numbers: By using this representation model, the QoS-trust, context trust, and honesty trust are modeled
as RNs within [0.1]. This trust model only represents the truth part of the trust. Then, the mean for the interval number
is set as the truth part of the INNs and is considered as the trust, while the indeterminacy and falsity parts are ignored.

b) Interval-valued intuitionistic fuzzy numbers: This trust model represents the truth and falsity parts of the trust,
while the indeterminacy part is ignored. The score function used for calculating trust in Equation (39) is assumed
to be the score function proposed in [50].

c) Interval-valued neutrosophic numbers: This is the main mathematical representation for the proposed model in this
research.

Fig. 8 demonstrates the QoS diagram for the described scenarios. As shown, the trust evaluated by the RN model starts
converging to the maximum value for trust, but its convergence occurs more slowly compared to the IIFN model. This is
because the IIFN model considers falsity and truth terms together, and the evaluated trust values are more likely to converge
to their final values. The indeterminacy term is ignored in the IIFN model, and its value converges more rapidly to the max-
imum trust value. This is despite the existence of indeterminacy. The trust evaluated using the INN model converges to a
value close to 0.5 which is the value of INN (1,1,0). This is because the uncertainty term has been considered, and the eval-
uated trust converges to its real value. At the start of the simulation, there is a limited upward trend. The reason for such a
trend at the start of the simulation is that all nodes have introduced themselves as ideal nodes without uncertainty in pro-
viding services. However, after the simulation progresses, their real behavior is identified, and their trust converges to its real
value.

2. Comparative analysis with similar works

We have selected the works performed by Chen et al. [1] and Alshehri et al. [18] as they are amongst the most notable
works in this domain, and their overall scheme can be appropriately compared with the proposed approach. For the com-
parative testing scenario, we have chosen the sensitivity to context uncertainty, explained in section 5.2. The simulation
parameters are assumed to have the default values mentioned in section 5.1. The compared works have not modeled trust
using a multi-criteria approach. Thus, the behavior of good and bad nodes is specified by 1 and 0 values for their overall expe-
rience quality.

In the comparative test scenario, we have assumed that 30% of the randomly selected nodes are under inadequate high-
level context (HLC) conditions during the transition interval of each service interaction. The dynamic context change
assumption is based on the mobility of nodes in a natural IoT environment. By sensing the context criteria as uncertainty
parameters and including them in trust calculations, the proposed method can detect SIAs that are not suitable for interac-
tion due to bad context conditions. Accordingly, as shown in Fig. 9(a), the CDR graphs of compared works drop by over 30%
(as 30% of nodes are in bad HLC) during the transition interval, but the results of the proposed approach remain at the same
level.

Fig. 9(b) illustrates the mean QoS Trust for the nodes that have poor HLC conditions. As the proposed approach considers
context uncertainty, the trust calculated for these nodes diminishes same as in Fig. 7. However, in similar works, since they

1 T T T T
e A A AN A A et N A A P A Pt e PN
/
09 g
MWNMMWW
il J,/\/'m g 1
0.7 [ ¢ R
D
I~
o 06 g
[<]
(] /
05} ]
04} g
Simple real numbers
031 Interval-valued intuitionistic fuzzy numbers [
INNs
0.2 L 1 \ L
0 2 4 6 8 10

iterations %104

Fig. 8. The QoS trust calculated for the proposed INN model compared to the QoS trust for the RN and IIFN models.
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Fig. 9. (a)Comparison of the Correct Decision ratio (CDR) for the proposed method with the works of Chen et al. [1] and Alshehri et al. [18]; (b) Comparison
of the QoS trust for the proposed method with the works of Chen et al. [1] and Alshehri et al. [18].

do not consider context, the calculated trust diminishes by only about 30%, which is the percentage of nodes that are in a bad
HLC. In these works, the overall calculated trust decreases by around 30% for all nodes.

5. Conclusion

In this research, a computational trust model was proposed for the decision-making in SOA-based SIoT environments
where uncertainty is considered a primary concern. To this aim, several specific and unspecific sources of uncertainty in
the context conditions of IoT interactions and data evaluation were modeled and applied. In this model, the certainty toward
the QoS of service interaction alternatives, the honesty of recommenders, and the appropriateness of context conditions
were evaluated separately and merged to form the final trust. In the proposed model, INNs as a beneficial mathematical tool
for considering uncertainty were leveraged. The proposed model was applied in a social environment, where the average QoS
trust and honesty were selected as the evaluation criteria for the IoT nodes. It was shown that these evaluation criteria would
converge to their expected values based on the behavior of the considered nodes. In the evaluation scenarios, the effect of
QoS and honesty changes for IoT nodes, the indeterminacy of the data, and uncertainty in specific or unspecific context con-
ditions, as well as the recommendation attacks by malicious [oT nodes were examined. The results of simulations indicated
that the rate of correct decisions for selecting the best SP was not affected significantly, and the model generated accurate
results.

As for future works in this area, we are working to apply uncertainty modeling at the IoT's cloud service level. Cloud ser-
vices can provide trust management as a service for the IoT nodes, and they do not have restrictions such as low computa-
tional power and storage resources. In addition, the distributed architecture of the 5G networks can be used as a
computational platform for evaluating trust for different applications. The capabilities of these distributed resources in con-
junction with the centralized cloud resources can be studied for trust calculations. As a result, the proposed trust model can
be adapted for operation at the cloud service level, where uncertainty modeling can be useful for IoT cloud applications.
Another possible extension of the proposed approach is the consideration of the service requestor’s feedback about the qual-
ity of the experienced service to the selected service provider. This way, the SP can adjust the criteria for the offered service
based on the preferences of any SR in its community of interest. These adjustments can be performed based on the trade-offs
between the speed and the quality preferences of the offered service. Another potential extension to the current work is to
use a trapezoidal interval-valued neutrosophic model instead of the currently used interval-valued model. Trapezoidal
interval-valued neutrosophic numbers can be the basis for more accurate calculations resulting in a better computational
trust model. Finally, extending the model in a way to capture the privacy-preservation concerns of the users as addressed
in similar approaches such as [48] can be another interesting direction.
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