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Abstract

From a technical perspective, for electronic medical records (EMR)„ this paper proposes an effective confidential management
solution on the cloud, whose basic idea is to deploy a trusted local server between the untrusted cloud and each trusted client of
a medical information management system, responsible for running an EMR cloud hierarchical storage model and an EMR cloud
segmentation query model. (1) The EMR cloud hierarchical storage model is responsible for storing light EMR data items (such as
patient basic information) on the local server, while encrypting heavy EMR data items (such as patient medical images) and storing
them on the cloud, to ensure the confidentiality of electronic medical records on the cloud. (2) The EMR cloud segmentation
query model performs EMR related query operations through the collaborative interaction between the local server and the cloud
server, to ensure the accuracy and efficiency of each EMR query statement. Finally, both theoretical analysis and experimental
evaluation demonstrate the effectiveness of the proposed solution for confidentiality management of electronic medical records on
the cloud, i.e., which can ensure the confidentiality of electronic medical records on the untrusted cloud, without compromising the
availability of an existing medical information management system.

Keywords: Disease Diagnosis; Medical Diagnosis; Cloud Computing; Electronic Medical Record; Medical Image;
Confidentiality; Availability

1. Introduction

Cloud computing, through pay-per-use, enables an organi-
zation to access their required resources easily from a config-
urable computing resource sharing pool, anytime and anywhere
[1, 2, 3], thereby, reducing the investment of an organization
on business operation and data management, and then improv-
ing the efficiency of organization management. To this end,
hospitals are vigorously implementing the Cloud First strategy
[4, 82], i.e., giving priority to the cloud computing mode in the
process of medical informatization, such that more and more
medical data (such as medical diagnosis data and disease diag-
nosis data) are generated, stored and managed on the cloud. It
has become the general trend for medical data management on
the cloud [5]. However, although medical data management on
the cloud can effectively reduce the management cost of hospi-
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tals on medical data and in turn improve the management effi-
ciency, it also results in some negative impacts, among which,
the most prominent is the confidentiality problem of medical
data on the cloud [7].

Electronic Medical Record (EMR) is the digital record of
the whole process of patient medical diagnosis (or disease di-
agnosis) and treatment in hospitals. It is the most common
medical data, and it contains rich personal sensitive informa-
tion and has great economic and social value [8]. Fig. 1 il-
lustrates a basic architecture of an EMR management system
under a cloud computing environment. It can be seen that un-
der a cloud computing environment, electronic medical records
are not stored on a trusted local server of hospital information
center, but stored and managed by an untrusted cloud server,
resulting in the separation of data from its owner, and then a se-
rious threat to the confidentiality of electronic medical records
[9, 10]. Such a threat mainly comes from two aspects: (1) ex-
ternal threat, i.e., hacker attacks on cloud service providers (it
has been demonstrated by endless hacking incidents) [11]; and
(2) internal threat, i.e., inside jobs from cloud service providers
(driven by interests, it is common for managers of service providers
to maliciously steal medical data) [12]. In short, the confiden-
tiality of medical data on the cloud (i.e., how to ensure the con-
fidentiality of sensitive medical data on the untrusted cloud) has
become an important obstacle restricting the development and
application of the cloud computing technology in a medical in-
formation system, which has attracted increasingly widespread
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attention.
Scholars in the area of humanities and social sciences at-

tempted to solve the problem of data protection of network
users from the view of laws and regulations. However, it has
been pointed out in [4, 13] that making laws and regulations
can mitigate the problem of data security to a certain extent, but
it cannot solve the problem fundamentally. In other words, the
confidentiality management of medical data on the untrusted
cloud requires not only the support of laws and regulations, but
also the support of technical methods [14, 15, 16]. In general,
to ensure the confidentiality of medical data, a medical infor-
mation system has deployed multiple technical methods, such
as identity authentication, access control and encryption. Both
identity authentication and access control can prevent external
users from illegal access to sensitive medical data in a med-
ical information system, and thus alleviate the security prob-
lem of electronic medical records, but they assume the server
side credibility, i.e., they are only targeted for external ille-
gal attackers, and cannot prevent internal staff on the untrusted
server side from accessing electronic medical records [36, 17,
18, 19]. However, because of being away from local control,
the cloud server side is not credible, which is the main source
resulting in data security. Therefore, the problem of confiden-
tiality management of electronic medical records on the cloud
cannot be solved by traditional access control and identity au-
thentication. Data encryption is an important means to solve
the problem of data confidentiality under a cloud environment
[38, 39, 40, 41]. However, in an EMR management platform,
there exist a large number of query operations defined on elec-
tronic medical records (e.g., querying by patient names). Once
the electronic medical records stored in the cloud database are
encrypted strictly, the original EMR related query operations in
the system no longer can be correctly executed on EMR cipher-
text on the cloud, which seriously damages the medical data
query accuracy [42]. Therefore, the problem of confidentiality
management of electronic medical records on the cloud cannot
be directly solved by traditional data encryption.

To this end, aiming at the confidentiality management prob-
lem of electronic medical records under a cloud computing en-
vironment, this paper provides an effective solution, which can
effectively improve the security of electronic medical records
on the untrusted cloud, without compromising the availability
of an existing EMR management system. Its basic idea is to
deploy a trusted local server between the untrusted cloud and
trusted clients of an EMR management system, responsible for
running an EMR cloud hierarchical storage model and an EMR
cloud segmentation query model. Specifically, the contribu-
tions of this paper are threefold.

(1) An EMR hierarchical storage model is proposed to store
light EMR data items (such as patient basic information) on
the local server, and encrypt heavy EMR data items (such
as patient medical images) and store them on the cloud, to
ensure the confidentiality of EMRs on the cloud.

(2) An EMR segmentation query model is proposed to perform
EMR related query operations by the collaborative interac-
tion between the local server and the cloud, to ensure the

accuracy and efficiency of each EMR query statement.
(3) Finally, both theory analysis and experimental evaluation

are performed to demonstrate the performance of the pro-
posed solution. The results show that the proposed solution
can effectively improve the security of electronic medical
records on the untrusted cloud, without compromising the
availability of an existing EMR cloud management system.

The rest of this paper is organized as follows. Section 2
reviews related work. Section 3 presents a proposed solution
for confidentiality management of electronic medical records
on the cloud, which includes a system framework, an EMR
cloud hierarchical storage model and an EMR cloud segmen-
tation query model. Section 4 analyzes the impact of the pro-
posed solution on an existing EMR management platform on
the cloud in terms of confidentiality, accuracy, efficiency and
availability. In Section 5, we conclude this paper.

2. Related Work

Privacy right is the personality right enjoyed by a natural
person. The rapid development of network technologies such
as cloud computing poses a great challenge to the protection
of citizens’ privacy rights, and the problem of data protection
of network users has attracted more and more extensive atten-
tion [13, 20, 21]. In recent years, China has issued three laws
related to network users’ data security, i.e., Network Security
Law, Data Security Law and Personal Information Protection
Law, which also plays an important role in ensuring the confi-
dentiality of medical data on the cloud [4, 22]. However, the
endless number of user privacy incidents shows that making
laws and regulations can mitigate the problem of data secu-
rity to a certain extent, but it cannot solve the problem fun-
damentally. In other words, the confidentiality management of
medical data on the untrusted cloud requires not only the sup-
port of laws and regulations, but also the support of technical
methods [14, 15]. In general, to ensure the confidentiality of
medical data, a medical information management system has
deployed multiple technical methods or strategies in advance,
such as identity authentication, access control and encryption.
Below, we briefly describe the characteristics of these technical
methods, and analyze their application limitation in confiden-
tiality management of medical data on the cloud.

Identity authentication is a process of user authentication to
prevent illegal user access to system resources [23, 24]. It can
be divided into two categories, i.e., single-factor authentication
[26, 27] (such as user name authentication, smart card authen-
tication, dynamic password authentication, and biometric au-
thentication), and dual-factor authentication (it further strength-
ens the effect of identity authentication by combining two single-
factor authentications) [28, 29]. Access control is a process
of restricting users’ access to unauthorized resources or use of
unauthorized functions, based on their specific identities [30].
It can be divided into two categories, i.e., discretionary ac-
cess control [31] and mandatory access control [32]. The iden-
tity authentication and access control technologies have been
widely used in operating system [33], database system [34]

2

Jo
urn

al 
Pre-

pro
of



and management information system [35]. Although the two
kinds of technologies can prevent external users from illegal ac-
cess to sensitive medical data in a medical information system,
and thus alleviate the security problem of electronic medical
records, they cannot leave the support of the server side (they
assume the server side credibility), i.e., they are only targeted
for external illegal attackers of a medical information system,
and cannot prevent internal staff on the untrusted server side
(or hackers who break through the server side) from access-
ing electronic medical records [36]. However, because of being
away from local control, the cloud server side is not credible,
which is the main source resulting in data security. In conclu-
sion, the problem of confidentiality management of electronic
medical records on the cloud cannot be solved by traditional
access control and identity authentication.

Data encryption refers to the strict encryption of user sen-
sitive data stored on the untrusted server side, making the en-
crypted data difficult to be understood even if being leaked, and
in turn improving data security [25, 37, 88]. It is an important
means to solve the problem of data confidentiality under a cloud
environment [38, 39, 40, 41]. However, in an EMR manage-
ment platform, there exist a large number of query operations
defined on electronic medical records (e.g., querying by patient
names). Once the electronic medical records stored in the cloud
database are encrypted strictly, the original EMR related query
operations in the system no longer can be correctly executed
on EMR ciphertext on the cloud, which seriously damages the
medical data query accuracy [42]. In order to solve the cipher-
text query problem, we can first transmit all the ciphertext med-
ical data on the cloud back to a local server, and then decrypt
them and perform each query operation on the decrypted data
[43]. However, because almost the whole query process is com-
pleted locally, such a way not only completely loses the cost
and efficiency advantages of management of medical data on
the cloud, but also seriously reduces the efficiency of medical
data query (the cost of network transmission and data decryp-
tion is very huge). Therefore, the problem of confidentiality
management of electronic medical records on the cloud cannot
be directly solved by a traditional data encryption means.

Aiming the problem of medical data security on the cloud,
some effective technical methods have been proposed. For ex-
ample, in [5], a security-preserving approach and a privacy-
preserving approach, were proposed, where the former can be
used to ensure the security and integrity of electronic health
records, and the former can be used to protect the privacy of
personal health records. In [48, 49, 50], based on the blockchain
technology, some privacy-preserving mechanisms for electronic
medical records were proposed, which can well ensure the se-
curity of electronic medical records on the cloud. In [51], aims
at discussing the security of medical data in the Internet era, the
authors proposed an algorithm model combining k-anonymity
and differential privacy. In [52], based on the watermarking
technology, the authors proposed a new data-sharing framework
and a data access control mechanism for medical data sharing in
smart healthcare. In [53], the authors proposed an appropriate
method to improve accessibility of the Australian My Health
Records while preserving privacy and security of the system.

In addition, in [54, 55, 56, 57, 58], the authors reviews some
security and privacy issues of medical data on a cloud com-
puting environment. Overall, for most of the existing technical
methods for medical data security, it is required to change or re-
construct the architecture of an existing management platform
of medical data on the cloud, consequently, reducing their prac-
tical availability.

In addition, aiming at the problem of cloud data security,
scholars in the field of computer sciences have also conducted
some in-depth systematic research, and proposed many effec-
tive technical methods [44, 45, 46, 47]. However, many of
the proposals are developed on top of the traditional technical
methods mentioned above (i.e., identity authentication, access
control and data encryption), making them difficult to meet the
actual needs of confidentiality management of medical data on
the cloud. Furthermore, many of the proposals are not specif-
ically proposed for medical information systems, making that
they still cannot satisfy the practical application requirements
of confidentiality management of medical data on the cloud in
terms of effectiveness, availability and confidentiality.

From above, we can conclude that under the existing ar-
chitecture of a management platform of medical data on the
cloud, it still needs to be further studied how to effectively im-
prove the security of electronic medical records on the cloud,
under the basic premises of not compromising the availability
of an existing medical information system and the effectiveness
of each medical data query operation. To this end, this paper
aims to provide an effective solution, to improve the security
of electronic medical records on the untrusted cloud, without
compromising the availability of an existing EMR management
system.

3. Solution

In this section 3, we describe our proposed solution for con-
fidentiality management of electronic medical records on the
cloud. First, in Section 3.1, we describe a system model for
confidentiality management of EMRs on the cloud, and then
the constraints of a solution constructed based on the system
model. Second, in Section 3.2, under the system model, we
describe an EMR cloud hierarchical storage model. Finally,
in Section 3.3, under the system model, we describe an EMR
cloud segmentation query model.

3.1. System Model

A basic framework of the proposed solution for confiden-
tiality management of electronic medical records on the cloud
is shown in Figure 2. It is developed on top of an existing EMR
management information system under a cloud environment
(which is shown in Figure 1). It can be seen that the system
framework mainly includes four roles, i.e., EMR input clerk,
EMR query clerk, local server and cloud server, whose func-
tions can be described as follows.

(1) An EMR input clerk (usually, which is a doctor) submits an
EMR through a trusted EMR input interface. Here, EMR
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data is divided into EMR light data (such as patients’ back-
ground information) and EMR heavy data (such as patients’
medical images).

(2) An EMR query clerk (usually, which is a doctor) submits an
EMR query request through a trusted EMR query interface
to obtain the target EMR data. Here, each query is often
defined on EMR light data.

(3) The cloud server is deployed on the untrusted cloud, re-
sponsible for storing EMR ciphertext heavy data from the
local server, and performing EMR heavy data query re-
quests from the local server.

(4) The local server is deployed on the trusted local, responsi-
ble for 1) dividing the EMR data submitted by input clerks
into heavy data and light data, and encrypting and storing
the heavy data in the cloud database (i.e., running a hierar-
chical storage model for Steps 1 to 2); and 2) rewriting each
EMR query request submitted by query clerks into a light
data query and a heavy data query, and ensuring the accu-
racy and efficiency of each EMR query through the collab-
orative interaction between the local server and the cloud
server (i.e., running a segmentation query model for Steps
3 to 6).

Also, it can be seen that the local server plays an impor-
tant role in the system framework, actually, which is responsi-
ble for running the proposed solution for confidentiality man-
agement of electronic medical records. In order to meet the
practical application needs of EMR cloud management in terms
of availability, effectiveness and confidentiality, for any EMR
confidentiality management solution constructed based on the
framework of Figure 2, it should meet the following four con-
straints.

(1) How to ensure the confidentiality of EMR data, which in-
cludes how to ensure the confidentiality of EMR light data
on the trusted local server, and how to ensure the confiden-
tiality of EMR heavy data on untrusted cloud server.

(2) How to ensure the accuracy of each EMR related query,
i.e., before and after the introduction of the proposed solu-
tion, the execution results of each original EMR query in
the EMR management system remain unchanged.

(3) How to ensure the efficiency of each EMR related query,
i.e., before and after the introduction of the proposed solu-
tion, the execution efficiency of each original EMR query
statement in the EMR management system should not be
significantly reduced.

(4) How to avoid the performance bottleneck of the local server,
i.e., under the system framework of Figure 2, it is required
to deploy the local server, but it should not lead to a stor-
age performance bottleneck or a computation performance
bottleneck for the local server.

As can be seen from Figure 2, the confidentiality manage-
ment of EMRs on the cloud mainly includes two models, i.e.,
an EMR hierarchical storage model (Steps 1 to 2) and an EMR
segmentation query model (Steps 3 to 6), both of which are de-
ployed on the trusted local server. Below, in Section 3.2 and

Section 3.3, we describe the two models, respectively. Then, in
Section 4, according to the four constraints mentioned above,
we demonstrate the effectiveness of the proposed solution for
EMR confidentiality management, by theoretical analysis and
experimental evaluation.

3.2. Storage Model

The EMR hierarchical storage model corresponds to Step 1
and Step 2 shown in Figure 2, whose workflow can be further
described by Figure 3. It can be seen that the EMR hierarchical
storage model includes the following four steps.

Step 1.1 EMR Release. An EMR input clerk submits an
electronic medical record by a trusted EMR input interface, to
the local server. An electronic medical record can be denoted
by

EMR = (data[i][1], data[i][2], ...)

, where data[i][j] denotes a simple data item (such as pa-
tient name, doctor name, medical picture and diagnostic de-
scription) of an electronic medical record.

Step 1.2 EMR Division. The local server divides each
EMR into EMR light data items and EMR heavy data items,
which are respectively denoted by

EMR_L = (dataL[i][1], dataL[i][2], ...)
EMR_H = (dataH[i][1], dataH[i][2], ...)

, where dataL[i][j] ∈ EMR and dataH[i][j] ∈ EMR,
so EMR = EMR_L + EMR_H. Then, all the EMR light data items
are stored in the form of plaintext to a local database (called an
EMR plaintext light database) of the local server.

Here, each EMR light data item is of small capacity, whose
data type is numeric type (such as examination date and patient
age) or short text type (such as patient name and doctor name).
Generally, most of EMR related query operations are defined
on light data items. For example, querying all electronic med-
ical records from the patients ‘Zhang San’ (patient name) who
were seen in the respiratory department between January and
December 2022. Here, each EMR heavy data item is of large
capacity, whose data type is long text type (such as diagnosis
description) or multimedia picture type (such as medical pic-
tures), and it generally does not directly support EMR related
query operations (i.e., each EMR query conditional item is gen-
erally unrelated to EMR heavy data items), but it is the key fac-
tor to determine the capacity of an electronic medical record.
According to statistics, the EMR heavy data usually accounts
for about 90% of a total EMR database capacity. Therefore,
storing EMR heavy data on the cloud can well reduce the pres-
sure of local data storage and management, and then the man-
agement cost and efficiency of medical data.

Step 1.3 Heavy Encryption. The local server randomly
generates a secret key (denoted by keyH[i]), and then uses a
traditional encryption algorithm to encrypt the EMR heavy data
to obtain the EMR ciphertext heavy data, denoted by
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EMR_E = (
E(keyH[i], dataH[i][1]),
E(keyH[i], dataH[i][2]), ...)

, where E denotes an encryption function. Then, the local server
submits the EMR heavy data in the form of ciphertext to the
cloud server for storage.

Step 1.4 Heavy Storage. The cloud server stores the EMR
heavy data in the form of ciphertext submitted from the local
server to the cloud database (called an EMR ciphertext heavy
database).

Now, each EMR submitted by an EMR input clerk is di-
vided into light data items (EMR_L) and heavy data items (EMR_H),
and stored into the EMR plaintext light table (EMR_L_Table
consisting of EMR_Ls) on the local server and the EMR cipher-
text heavy database on the cloud server (EMR_E_Table con-
sisting of the ciphertext of EMR_Hs). Let EMR_H_Table de-
note the plaintext corresponding to EMR_E_Table. Then, we
have that EMR_Table = EMR_L_Table + EMR_H_Table.

3.3. Query Model

The EMR segmentation query model corresponds to Steps
3 to 6 shown in Figure 2, whose workflow can be further de-
scribed by Figure 4 (where N1 or N2 in curly brackets repre-
sents the size of a dataset). It can be seen that the EMR seg-
mentation query model includes the following six steps.

Step 2.1 Issue Query. An EMR query clerk submits an
EMR query request through a trusted query interface to the lo-
cal server. Let q [EMR_Table] represent an EMR query state-
ment, where q is the query itself, and EMR_Table is the data
table associated with q. Here, an EMR query statement con-
sists of a group of basic conditional items defined on EMR data
items, where one conditional item is generally associated with
only one data item. For example, for querying all electronic
medical records from the patients ‘Zhang San’ (patient name)
who were seen in the respiratory department between January
and December 2022, its SQL statement can be described as fol-
lows

SELECT * FROM EMR_Table EMR WHERE
EMR.patientName = ’Zhang San’ AND
EMR.departmentName = ’Respiratory’ AND
EMR.seeDate
BETWEEN ’2022-01-01’ AND ’2022-12-31’

Step 2.2 Rewrite Query. The local server rewrites the
EMR query statement q [EMR_Table] into an EMR light query
clause (consisting of all the conditional items defined over EMR
light data items) and an EMR heavy query clause (consisting of
all the conditional items defined over EMR heavy data items),
which are respectively denoted by qL [EMR_L_Table] and
qH [EMR_H_Table].

Note that each EMR query is generally unrelated to EMR
heavy data items. Thus, the above EMR heavy query clause is

generally empty, and the above EMR light data query clause is
equal to the original EMR query statement (i.e., qL = q and qH
=�), and only the query table is changed from an EMR data ta-
ble (EMR_Table) to an EMR light data table (EMR_L_Table).

Step 2.3 Light Query. The local server performs the light
data query clause qL on the EMR plaintext light data table
(EMR_L_Table) to obtain an EMR light dataset (denoted by
EMR_L_Dataset, and the set composed of the ID attributes
of all records is denoted by EMR_L_Dataset.ID). Then, the
local server generates a heavy data query statement on the EMR
ciphertext heavy data table (EMR_E_Table) accordingly, which
is denoted by qE [EMR_E_Table]. Finally, the local server
submits it to the cloud database for execution. Here, the SQL
heavy data query statement corresponding the previous exam-
ple can be described as follows

SELECT * FROM EMR_E_Table WHERE
EMR_E_Table.ID IN EMR_L_Dabaset.ID

Step 2.4 Ciphertext Query. The cloud server performs the
ciphertext heavy data query statement qE submitted by the local
server on the EMR ciphertext heavy database EMR_E_Table,
to obtain the EMR heavy dataset in the form of ciphertext (de-
noted by EMR_E_Dataset), and then return it to the local
server.

Step 2.5 Heavy Query. Based on the secret keys stored
locally, the local server first decrypts the EMR heavy dataset
(EMR_E_Dataset) returned from the cloud server. Then, the
local server executes the EMR heavy data query clause qH gen-
erated in Step 2.2 (if the heavy data query clause is not empty)
on the decrypted dataset, to obtain the EMR heavy dataset (de-
noted by EMR_H_Dataset) in plaintext.

Step 2.6 Join Query. The local server performs an equiv-
alent join query on the EMR light dataset (EMR_L_Dataset)
and the EMR heavy dataset (EMR_H_Dataset), to obtain a
target EMR dataset and return it to the client. Here, for the
heavy-light data join query, its SQL statement corresponding
the previous example can be described as follows

SELECT * FROM
EMR_L_Dataset, EMR_H_Dataset WHERE
EMR_L_Dataset.ID = EMR_H_Dataset.ID

It can be seen that for a given EMR query statement submit-
ted from client, the EMR cloud segmentation query model, by
performing EMR related query operations through the collabo-
rative interaction between the local server and the cloud server,
can ensure the accuracy and efficiency of the query statement.

4. Analysis

In this section, we analyze the impact of the proposed solu-
tion on an existing EMR management platform on the cloud in
terms of confidentiality, accuracy, efficiency and availability.
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Observation 1: The proposed solution can well ensure the
confidentiality of EMRs, specifically, including that:

(1) It can well ensure the confidentiality of EMR light data on
the trusted local server.

(2) It can well ensure the confidentiality of EMR heavy data on
the untrusted cloud server.

Explain: (1) The local server is considered as honest and
credible, i.e., its threat comes from outside (not itself), so it is
trusted. However, the confidentiality of EMR light data on the
trusted local server can be well ensured by the traditional data
security strategies deployed by the EMR light database (such as
identity authentication and access control). Therefore, the con-
fidentiality of EMR light data can be well ensured on the trusted
local server. (2) The cloud server is considered as honest but
curious, which means that it follows cloud service-related pro-
tocol specifications, but remains curious about EMR data sub-
mitted from clients. Thus, the cloud server is not trusted, and its
security threat comes from not only outside but also inside (i.e.,
itself). The confidentiality of EMR heavy data stored on the
untrusted cloud can be well ensured by the traditional data en-
cryption technology, because the EMR heavy data stored in the
cloud database has been strictly encrypted by the local server
and stored in the form of ciphertext, where the key is stored on
the trusted local (i.e., it cannot be obtained by the cloud). How-
ever, the effectiveness of traditional encryption technology has
been demonstrated by a lot of practice, i.e., without secret key,
it is almost impossible for an attacker to directly know plaintext
from ciphertext. Therefore, the confidentiality of EMR heavy
data can be well ensured on the untrusted cloud server. (End)

Observation 2: The proposed solution can well ensure the
accuracy of each EMR related query statement, i.e., before and
after the introduction of the proposed solution, the execution
result of each original EMR query statement in the EMR cloud
management system remains unchanged.

Explain: As can be seen from Figure 3, the proposed solu-
tion divides the original table (EMR_Table) of electronic med-
ical records of a medical management system into a light data
table (EMR_L_Table) and a heavy data table (EMR_H_Table),
whose sizes are the same to each other, and EMR_Table =
EMR_L_Table + EMR_H_Table.

As can be seen from Figure 4, the proposed solution di-
vides each EMR related query statement (q [EMR_Table])
into a light query clause defined over the light data table (qL
[EMR_L_Table]), and a heavy query clause defined over the
heavy data table (qH [EMR_H_Table]). It can be seen that the
result of performing the two query clauses on the EMR table is
consistent with that of performing the original EMR query on
the EMR table, i.e.,

q [EMR_Table] = qH [EMR_Table] + qL [EMR_Table]

However, since the light query clause is only related to the
EMR light data items, and the heavy query clause is only related
to the EMR heavy data items, we have that:

qH [EMR_Table] = qH [EMR_H_Table]
qL [EMR_Table] = qL [EMR_L_Table]

Therefore, for the execution result of the light query clause
on the light data table, and the execution result of the heavy
query clause on the heavy data table, their join result is certainly
consistent with the result of performing the two query clauses
on the EMR table, and then the result of performing the original
EMR query statement on the original EMR table, i.e.,

q[EMR_Table] = qL[EMR_L_Table] +
qH[EMR_H_Table]

Now, we conclude that the solution can well ensure the ac-
curacy of each EMR related query statement. (End)

Observation 3: The proposed solution can well ensure the
efficiency of each EMR related query statement, i.e., before and
after the introduction of the proposed solution, the execution
efficiency of each original EMR query statement in the EMR
cloud management system should not be significantly reduced.

Explain: Before the introduction of the proposed solution,
the execution time of an EMR query statement on the cloud
database is denoted by Γ[q], and the transmission time of med-
ical record records returned from the cloud to the client is de-
noted by N2 · Γ[e] (where Γ[e] denotes the network transmis-
sion time of one record, and N2 denotes the number of returned
records). After the introduction of the proposed solution, the to-
tal execution time of three related query statements (see Figure
4) is denoted by Γ[qL] + Γ[qE] + Γ[qH], and the transmission
and decryption time of returned medical records is denoted by
N1·(Γ[e]+Γ[d]) (where Γ[d] denotes the decryption time of one
record, andN1 denotes the number of records returned from the
cloud to the local server). Then, according to the comparison
before and after the introduction of the proposed solution, we
know that the execution efficiency ratio of an EMR query state-
ment can be calculated as follows

Γ[q] +N2 · Γ[e]

Γ[qL] + Γ[qE] + Γ[qH] +N1 · (Γ[e] + Γ[d])
(1)

Since the total execution time of three related query state-
ments is basically in the same order of magnitude with the exe-
cution time of the original query statement, we have that

Γ[qL] + Γ[qE] + Γ[qH] = α · Γ[q] (2)

In the above formula, 1 < α < 3. Note that each con-
ditional item of an EMR query statement is generally defined
on an EMR light data item (not on an EMR heavy data item).
Thus, we have that N2 < N1 ∧N2 ≈ N1. Also, it is noted that
the decryption and transmission time of one record in the form
of ciphertext is almost fixed. Therefore, we have that

N1 · (Γ[e] + Γ[d]) = β ·N2 · Γ[e] (3)

In the above formula, 1 < β < 2. After substituting For-
mulas (2) and (3) into Formula (1), we have that
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Table 1: An experimental evaluation result of the efficiency of EMR query operations
EMR Capacity Heavy Ratio N2 = 2 N2 = 4 N2 = 8 N2 = 16 N2 = 32 N2 = 62 N2 = 128

10 GB 88% 0.5747 0.5426 0.5164 0.4987 0.4881 0.4824 0.4793
10 GB 90% 0.5682 0.5344 0.5069 0.4884 0.4775 0.4715 0.4684
10 GB 92% 0.5618 0.5263 0.4977 0.4786 0.4673 0.4611 0.4579

20 GB 88% 0.5263 0.4977 0.4786 0.4673 0.4611 0.4579 0.4562
20 GB 90% 0.5216 0.4924 0.4729 0.4614 0.4551 0.4518 0.4501
20 GB 92% 0.517 0.4872 0.4673 0.4556 0.4492 0.4459 0.4442

30 GB 88% 0.502 0.4762 0.4615 0.4533 0.449 0.4467 0.4456
30 GB 90% 0.495 0.4708 0.4559 0.4476 0.4432 0.4409 0.4398
30 GB 92% 0.4902 0.4655 0.4505 0.442 0.4375 0.4352 0.4341

Γ[q] +N2 · Γ[e]

Γ[qL] + Γ[qE] + Γ[qH] +N1 · (Γ[e] + Γ[d])
=

Γ[q] +N2 · Γ[e]

α · Γ[q] + β ·N2 · Γ[e]
>

1

3

(4)

Now, we can conclude that before and after the introduction
of the proposed solution, the execution efficiency of an EMR
related query statement is in the same order of magnitude, i.e.,
after the introduction of the proposed solution, the execution
efficiency of each EMR related query statement on an EMR
cloud management system should not be significantly reduced.
(End)

To further evaluate the impact of the propose solution on the
query efficiency, we also designed a simple set of experiments.
In the experiments, the capacity of an EMR database was set to
about 20 GB, the number of electronic medical records in the
database was set to about 20,000, the cloud server uses Inspur
SA5212M5, and the local server uses a desktop computer. The
experimental evaluation results are shown in Table 1, where the
heavy ratio factor refers to the ratio of the heavy data capacity
to the total EMR database capacity. Figure 5 is a graphical de-
scription of Table 1, where the abscissa represents the size of an
EMR query dataset (i.e., N2 in Formula (1)), the ordinate repre-
sents the performance efficiency ratio of an EMR related query
statement (i.e., Formula (1)), and each subgraph represents the
capacity of an EMR database. As can be seen from Table 1 and
Figure 5, the experimental results once again demonstrates the
previous theoretical analysis result, i.e., after the introduction
of the solution, the execution efficiency of each EMR related
query statement should not be significantly reduced.

Observation 4: The proposed solution can well ensure the
availability of an original EMR cloud management system, specif-
ically, including that:

(1) It requires no change to each user interface program of the
original system (such as EMR input interface and EMR
query interface) and users’ habits.

(2) It requires no change to the architecture of the cloud server
and EMR service algorithm.

(3) It requires no change to the accuracy and efficiency of each
EMR related query statement of the original system.

Explain: (1) As can be seen from Figures 1 to 3, the pro-
posed solution is deployed on a local server, which requires
no change to each user interface program (only needs to redi-
rect each client request from the cloud server and to the local
server) and user usage habits. (2) As can be seen from Figure
3, although the solution requires the cloud server to modify its
database schema (so as to store ciphertext medical records and
related heavy data), it requires no change to the cloud database
management system and the information service algorithm, so
it requires no change to the architecture of the cloud server.
(3) From Observations 2 and 3, we have known that the solu-
tion does not impact the accuracy and efficiency of each EMR
query statement in the original system. Therefore, the solution
can well ensure the availability of an original EMR cloud man-
agement system. (End)

Based on Observation 4, we can conclude that the solu-
tion proposed in this paper for confidentiality management of
EMRs on the cloud is constructed on top of an original EMR
cloud management system. It does not require secondary de-
velopment for the original system, so it can realize a seamless
connection with the original system, resulting in good actual
availability. However, the biggest problem of the proposed so-
lution is the introduction of a local server, and it not only needs
to store some medical record data, but also needs to perform
some query statements, which may result in a storage perfor-
mance bottleneck or a computation performance bottleneck.

Observation 5: For the proposed solution, although it re-
quires the deployment of a local server, it requires not high
storage performance and computation performance of the local
server, i.e., the solution would not cause a storage performance
bottleneck or a computation performance bottleneck.

Explain: (1) The storage performance analysis for the lo-
cal server. The local server only stores EMR light data (while
EMR heavy data are stored on the cloud). A large number of
statistics shows that EMR light data usually accounts for only
about 10% of a total EMR database capacity. For 1024 GB of
EMR data, the local database only needs to cost 100 GB of stor-
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Table 2: The effectiveness comparison between our solution and other related ones (where
√

denotes “good", � “general" and ⊗
“not good")

Candidates Confidentiality Accuracy Efficiency Availability

Our Proposed Solution
√ √ √ √

Identity Authentication [26, 28] ⊗
√ √ √

Access Control [31, 32, 35] ⊗
√ √ √

Encryption [37, 39, 42]
√ √ √

⊗
Blockchain [48, 49, 50]

√ √
⊗ ⊗

Watermarking [52]
√ √

� ⊗

age space (the rest of the data are stored on the cloud). Thus,
the solution leads to no storage performance bottleneck for the
local server. (2) The computing performance analysis for the
local server. As can be seen from Figure 4, the calculation re-
quired by the local server mainly includes a light data query
operation and a heavy data decryption operation. For the for-
mer, because the storage capacity of an EMR light database is
smaller, so the time overhead of its query operation is not high.
For the latter, according to the previous analysis, the number of
ciphertext medical records returned from the cloud to the local
server is basically equal to the number of the records finally re-
turned to a client, thus the number of ciphertext medical records
required to be decrypted by the local server is usually not large,
i.e., the time cost required for decrypting the ciphertext med-
ical records is not high. In summary, the solution leads to no
computing performance bottleneck for the local server. (End)

According to the above observations, we conclude that the
proposed solution can well improve the confidentiality of EMR
data on the untrusted cloud, under the premises of not com-
promising the availability of an original medical information
system, and not compromising the accuracy and efficiency of
each original EMR query statement. In addition, the proposed
solution does not cause the storage performance bottleneck or
computing performance bottleneck for the local server. In sum-
mary, the solution is simple and easy to use, which can realize
an effective connection with an existing EMR cloud manage-
ment system (without the need for a secondary development of
the existing system), so can better meet the actual needs of the
availability and confidentiality of EMR management under a
cloud computing environment.

In addition, from the related work section, we have known
that: (1) for identity authentication and access control, although
it has good availability, it is difficult to resist the internal threat
from the cloud, consequently, making it unable to meet the con-
straint of confidentiality; (2) for data encryption, although it
has good confidentiality, it cannot meet the constraints of ef-
ficiency and confidentiality; and (3) for a solution based on
blockchain or watermarking, it may has good confidentiality,
but it requires to reconstruct the architecture of an existing EMR
cloud management system, consequently, making it unable to
meet the constraint of availability. In Table 2, we present a
brief comparison between our proposed solution and other re-
lated ones, where

√
denotes “good", � “general" and ⊗ “not

good". From the table, we see that compared with others, our
solution has better overall performance in terms of confiden-
tiality, accuracy, efficiency and availability, which demonstrates
again that our solution can well meet the four constraints pre-
sented in Section 3.1. At last, it should be noted that the so-
lution proposed in this paper is targeted for the confidential-
ity management of electronic medical records on the cloud,
but the solution can be transferred to other problems of data
confidentiality management as well, such as digital libraries
[59, 60, 61, 62], archives management [63, 64, 65], location-
based services [66, 67, 68, 69], personalized information ser-
vices [70, 71, 72, 73], multimedia data management [74, 75,
76, 77], knowledge management [78, 79, 80, 81, 82], and series
management [83, 84, 85, 86, 87].

5. Conclusion

In this paper, we propose an effective solution to the confi-
dentiality management of the electronic medical records (EMR)
on the cloud. Its basic idea is to deploy a trusted local server
between the untrusted cloud and the trusted clients, responsible
for running an EMR hierarchical storage model and an EMR
segmentation query model. The former is responsible for stor-
ing EMR light data on the local server, while encrypting and
storing EMR heavy data to the cloud server to ensure the con-
fidentiality of EMRs. The latter is responsible for performing
each EMR related query operation through the collaborative in-
teraction between the local server and the cloud, to ensure the
accuracy and efficiency of each EMR query statement. Finally,
both theoretical analysis and experimental evaluation demon-
strate the effectiveness of the proposed solution: (1) the solu-
tion can effectively improve the security of electronic medical
records on the untrusted cloud without compromising the avail-
ability of an existing medical information system; and (2) the
solution requires small storage performance and computation
performance for the local server, to avoid causing the perfor-
mance bottleneck. Therefore, the proposed solution is simple
and easy to use, which can realize an effective connection with
an existing EMR management platform on the cloud, conse-
quently, meeting to the practical application requirements of
confidentiality management of EMRs under a cloud environ-
ment in terms of security, availability, efficiency and accuracy.
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Figure 1: A basic architecture of an EMR management system under a cloud environment
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Figure 2: A system framework of confidentiality management of EMRs on the cloud
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Figure 3: An EMR hierarchical storage model
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Figure 4: An EMR segmentation query model
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Figure 5: An experimental evaluation result of the efficiency of EMR query operations
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-An EMR hierarchical storage model is proposed to ensure the confidentiality of 

EMRs on the cloud 

-An EMR segmentation query model is proposed to ensure the accuracy and 

efficiency of each EMR query statement 

-Both theory analysis and experimental evaluation are performed to demonstrate the 

performance of the proposed solution. 
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